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Jluceprarri€ro € pyKomuc.

PoGoTa BukoHaHa Ha kadenpi iHGOpMaIIHHOI Ta KIOEpHETHYHOT Oe3neku (haKyJIbTeTy
iHopMaIiitHuX TexXHOoJOorid Ta ympaBiiHHsS KuiBchbkoro yHiBepcutery imeHi bopuca
['pinuenka MiHicTepcTBa OCBITH 1 HAyKU Y KpaiHH.

HaykoBuii KepiBHUK: JOKTOp TEXHIYHUX HaykK, Ipodecop
Bypsiuox Bosiogumup JleoninoBuy,
KuiBcekuit yniBepcutet iMmeHi bopuca ['pinyenka
3aBimyBay kadeapu iHpopMaIinHoi
Ta KIOEPHETUYHOI Oe3meKu
dakynbreTy iHQOpPMAIIITHIX TEXHOJIOTIN Ta YIPaBIiHHS

OdiritiHi OTIOHEHTH: JOKTOP TEXHIYHUX HAYK, Ipodecop
FOxain Onexcanap KocraHTnHOBHY,
KuiBcbkuil HalllOHAILHUN YHIBEPCUTET
imen1 Tapaca [1leBuenka,
npodecop kadenpu kidbepoesneku Ta 3axucty iHbopmariii
dakyabTeTy 1HPOPMALIMHUX TEXHOJIOT1H

JIOKTOP TEXHIYHUX HaYK, mpodecop

Pynuuubkuii Bosiogumup MukoJsiaioBsuy,
YepkachKuii Jep>KaBHUM TEXHOJIOTTYHUIA YHIBEPCUTET,
3aBigyBau Kadeapu

1H(hOopMaIliitHOT 6e3MeKn Ta KOMIT I0TepHOT 1HXKEeHepii
bakynpreTy 1HPOpMAIIHHUX TEXHOJOTIN 1 CUCTEM

3axuct BinOynerses «29» xoBtHA 2019 p. 0 13% nHa 3aciganni crnenianizoBaHoi BUEHOI
pamu J[26.255.01 npu IHcTUTyTI TelnekoMyHIKaiiid 1 T1006ambHOTO 1H()OpMAIIHHOTO
npoctopy HAH VYkpainu 3a aapecoro:

03186, m. Kuis, Oyn. HokomiBebkuid, 13, aya. 601.

3 aucepTai€ro MOXHa 03HaHOMHUTHUCH Y 610mioTewl [HCTUTYTY TenekoMyHIKaIii 1 IJ1o-
6anbHoTO 1H(pOpMartiinoro mpocropy HAH Ykpainu 3a agpecoro:
03186, m. KuiB, Oyn. YokomiBecbkuid, 13.

ABtopedepat pozicinanuit «27» BepecHs 2019 p.
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BCTYII

OOrpynryBanHst BUOopy temu aociaimkenns. Iloxii xinmsg XX — mouatky XXI
CTOPiUYs MPOXOJATh Ha (HOHI TpaHcopMmallli CyCHIIbCTBA BiJl MOCTIHAYCTPIAIILHOTO 10
iHpopmartiitHoro. BinOyBaeTbes OypximBHiA PO3BUTOK Ta (OPMYBaHHS TI00abHOI 1H-
bpactpykTypu iHMopmamiitanx TexHonorik (IT), mo cympoBomKyeThCs iHTEHCH(IKAITI-
€10 iHpOopMaIlIfHUX TPOIIECIB Ta iX MPOHUKHEHHSAM Y BC1 chepu TISUTBbHOCTI JIIOJUHH: CO-
IiajJbHy, €KOHOMIYHY, TIOJIITUYHY TOIIO, 301IBIICHHAM 3aJICKHOCTI IPUBATHUX OCIO, Op-
ra”izaiii Ta nmepeBa)xHoi OLIBIIOCTI KpaiH CBITY Bij 1HGOPMAIIMHUX CUCTEM 1 MEPEK, a
TaKOXX IMIJIBUIIICHHSIM CTYIICHS 1X YPa3IUBOCTI BiJl CTOPOHHBOT'O KIOEpHETUYHOTO BILJIUBY.
3aBAsSKH PEBOJIIOIT B 00J1acTi iHopMaTH3allii 1 KOMyHIKallii Bi10yBalOThCS 3HAYHI 3Mi-
HU y BIUCBKOBIN cripaBi. 3 ABIISIIOTHCS. HOB1 BUIM 030pOEHHS, 3aCHOBAHI HAa 3aCTOCYBaHHI1
iH(opMaIIHHUX Ta IHTepHET-TeXHoJoraX. Js nepemadl iHGopmarlili MiX ii KOpUCTyBa-
YaMHM BCE YaCTILIE 3aCTOCOBYIOThCS O€3MPOBOAOBI Mepeki. BoHM po3ropraroTbes, sIK
MPaBUJIO, B aeporopTax, YHIBEPCUTETax, TOTEJSX, PECTOpaHax, Ha MIANPUEMCTBAX Ta
CIIYTYIOTh I MIJKIIOYEHHS KOPUCTYBAdlB JI0 MEpPEX MNPOBANAEpIB IHTEPHET-TIOCIYT
(3aMICTh BUKOpPHUCTaHHS BUAUICHUX IPOBOJOBUX JiHIM abo 3acTapiioro MOJEMHOTO
3’€IHAHHS), @ TaKOX 00’ €HAHHS MPOCTOPOBO PO3ZHECEHMX IMIIMEPEXK B OJHY 3arajbHy
MEpexy — TOOTO TaM, Jie KaOelbHe 3’ €IHAHHSI [MIMEPEK HEMOXKIIMBE a00 HeOaxaHe.

Taki 3MiHM BeIyTh JO TOTO, IO CBIT CTA€ HAJTO YPa3jIMBUM BiJ MOSIBU HOBUX JIiE-
CTPYKTUBHUX BIUTUBIB — BUKIIUKIB, 3arp03 Ta, PAKTUYHO, HEMTPUXOBAHUX KIOEPHETUYHHUX
3nounHiB B [T cdepi, ki 3yMOBIIOIOTh, SIK pe3yibTaT, 30UIbIIEHHS YaCTOTH HamajliB Ta
30UTKIB BiJl BUTOKY 1H(opmMailii. [le crocyeTscst 1 6€3mpoBOAOBOTO 3B’5I13KY, aKTHUBHE T10-
HIMPEHHS MOCTYT SKOT0 (OCKUTBKM KOMYHIKAIIIMHI CUTHAIN MPH TX PO3MOBCIOHKECHHI e-
pe3 pamioedip JETKOAOCTYITHI JIJIs MEPEXOIJICHHS) BUBEIIO HA TEPINUN TUTAaH MHTAHHS
3a0e3neueHHs 3aXUCTy Oe3MPOBOJOBUX MEPEX Ta CIIOCOOM 3aXUCTy JAaHUX B HHUX. 3Ba-
’Kar04M, 1110 OCHOBM TaKOi AISUIBHOCTI Ha AaHWA Yac (OopMai30BaHO HEJOCTATHHO, MH-
TaHHS 1110710 3a0e3eueHHs 1HPOopMalLIHOI Ta PYHKIIOHATBHOI Oe3MeKu (JOCTYITHOCTI Ta
LLTICHOCT1) 0€3MpOBOJOBUX MEPEX (3 OJHOYACHUM MIJBUIICHHSM iX €()eKTUBHOCTI MpHU
nepeaaBaHH1 1H(QoOpMaIlli) € Ha3BUYANHO aKTyaTbHUMH.

Binomo, 1o BupimieHHto mnpodiemMu 1iHQopMaliitHoi Ta PyHKIIOHATBHOI O€3MeKu B
L1JIOMY, Ta 0€3MPOBOJIOBUX MEPEXK 30KPEMa, MIPUCBIYECHO Mpalli BIAOMUX BITUYM3HSIHUX Ta
3aKOpJIOHHUX BYEHMX Ta iXx HaykoBux kiUl J. B. AreeBa, B. M. AcraneHi,
B. M. boryma, B.JL bypsiuka, B. B. JlomapeBa, A. Kapncona, O.I. KopueHnka,
I'. T. MapkoBa, M. B. Crenamkuna, C. B. Tomonn, B. O. Xopomka ta f. C. lludpuna
Ta 6aratbox iH. Haykoeo-npuxiaonoro 3adauero, sika BUPIIIYETHCS B TUCEPTAIliiHINA PO-
00T, € 3a0e3neyeHHs 1HGOPMAIIIHHOT Ta (QYHKIIOHAIBHOT Oe3MeKnu Oe3MpPOBOIOBUX Me-
pEX MepeJaBaHHs JaHUX, 1110, B CBOIO Uepry, NoTpedye CTBOPEHHS HAyKOBO OOTPYHTOBA-
HUX METOJIB MiIBHUINEHHSAM €(EeKTUBHOCTI MPpHU TiepeaBanHi iHpopmallii B 6€31poBOI0-
BUX CHUCTEMAax B YMOBaX ICHYIOUHMX 00 ’€KmMUGHUX npomupiy MiX TUHAMIYHUMU 3MIHAMU
CYy4acCHOTI'O CBITY MPU OJTHOYACHOMY 301IBIIIEHHI KIJTLKOCTI OE3MPOBOIOBUX TEXHOJOTIH 1
Mepex, Ta HEIOCKOHAICTIO, a TTOJACKYIU ¥ BIACYTHICTIO METO10JI0T1i mooyoBu 1H(Op-
MalliiHO 1 (YHKIIIOHAJILHO 3aXUILEHUX 0e3MPOBOJAOBUX CUCTEM 3 iHIIOro. HasBHICTh na-
HUX MPOTHUPIY 1 OOYMOBIIIOE AKMYAIbHICIMb MeMu oucepmauii, a ToMy BUPIIIICHHS MOC-
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TaBJICHOI HAYKOBO-TIPUKIIQAHOT 3aa4i 3a0e3nedeHHs iHpopmMariitHoi Ta QyHKIIOHAIBHOT
Oe3rneKky 0e3MPOBOJIOBUX MEPEK MAE BAXIINBE HAYKOBE Ta MPAKTUYHE 3HAUCHHSI.

3B’A30K po00TH 3 HAYKOBUMH MPOrpaMamMu, IJIaHAMHU, TeMaMu. J(rcepraiiiina
poboTa BUKOHAHA Y paMKaxX HayKOBO-AOCIIIHOI po0oTH «P0o3poOka MeToiB Ta 3aX0/IiB
M1JBUIICHHS KUBYYOCTI 1HPOpMAIITHO-KOMYHIKAIlIMHUX CUCTEM B YMOBaX BIUIMBY Ki-
Oeprernunux atak» (mudp «3axuct IKC», Ne 1/p 0114U000391), a Takox MiKHAPOI-
HOI JOCHiIHUIbKO-HaBuaabHOI mporpamu BTH Ne90520 «Computer Science: Master
Programs for the Swedish Institute Study Scholarships» 3a ¢inancoBanoi migTpuMKu
Texnonoriunoro iHcTuTyTy brekinre (ILBerris).

Mera i 3apaui nocaigxennsi. Metoro aucepraiiitHoi po6otu € 3a0e3neueHHs 1H-
dbopmariitHoi 1 yHKITIOHATHHOI 0€3MeKn (JOCTYMHOCTI Ta MUIICHOCTI) OE3MPOBOIOBUX
MEpPEeX 3 MIABUIICHHAM iX e)eKTUBHOCTI MPH MepeaaBaHHi iHpopmarrii.

JIOCSITHEHHSI TIOCTABIICHOT METH BUMArae BUPIIICHHS TaKUX 3aBAHb.

— NMPOBEJICHHS aHaJIi3y ICHYIOYHMX 3arpo3 i aTak Ha Oe3mpoBOJOBI TexHOJOrIT (Ha
nepejaBad, MpuiiMad i cepeIoBHUIIE TiepeaaBaHHs iHpopMallii), ToOyI0BY JepeBa aTak
Ha OEe3MPOBOJIOBI MEpEXkKl, BU3HAUCHHS KPUTEPIiB 3arpo3 y OE3MPOBOIOBUX TEXHOJIOTI-
X, OLIIHIOBAHHSI BPA3JIMBOCTEH y OE3MTPOBOIOBUX MEPEKAX;

— po3po0JIeHHsI KOHIEMIIIi MOPIBHAHHA Mojeiel moOyaoBU OE3MPOBOJOBUX Me-
pex, MpoaHali3yBaTH CIEKTPU CUTHAJIIB B 0€3MPOBOJOBHUX MEpekKax, JOCTIIKESHHS Te-
XHOJIOT1i TOOY0BH OE3MPOBOIOBUX MEPEX, MOJIECTIOBAHHS OE3MpOBOJOBOI MEPEXKI 3
OPTOTOHAJILHUM YaCTOTHUM PO3/IJICHHAM KaHAJIIB;

— YIOCKOHAJIEHHS MIJIXO0/IB II0JI0 3aXUCTy O€3MPOBOJOBUX MEPEXK 3a PAXyHOK Te-
XHOJIOT1i 3a0€31eYeHHsI 00’ €EKTUBHOTO KOHTPOJIIO 3aXUIIEHOCTI 0€3MPOBOJOBUX MEPEXK 1
TEXHOJIOT1i MiABUILEHHS 3aXUILEHOCTI OE3MTPOBOJJOBUX MEPEK;

— pO3pO0JIEHHST METOly MOJAM(PIKOBAHOI MPSAMOKYTHOI KBaJpaTypHOi aMIUTITYAHOI
MOYJIALIT JIJIst SMEHIIIEHHSI B3a€MHOTO BIUTMBY O€3MIPOBOIOBUX MEPEK;

— PO3pOOJIEHHST METOly aJanTHUBHOTO MiJ00pY BIIFHUX KAaHAJIB MEpe/laBaHHs Ja-
HUX B O€3MPOBOJIOBUX MEPEkKaxX 3 BUKOPUCTAHHSIM aHAJI13aTOPIB CIIEKTPY;

— PO3pOOJICHHST METOAY MiABUIICHHS (PYHKI[IOHATHHOI O€3MeKu 0e3mpoBOIOBOI 1H-
bpacTpyKTypH 3 BUKOPUCTAHHSIM MPUCKOPIOIOYMX JIH3 (B TOMY YHCII 1 TOJIApU3AIIii-
HUX BJIACTUBOCTEN);

— PO3pOOJIEHHS. METOIY OIIHKU CTaHy CHCTEM 3aXHUCTy Oe3MpPOBOIOBOI IHPpACTPY-
KTYpH BiJ] BIUIMBY TEXHOT€HHUX Ta aHTPOMOTEHHUX 3arpo3;

— JIOCJIJKEHHSI B3aEMHOTO BIUTMBY O€3MPOBOJIOBUX MEPEXK Ha 3a0e3MEUYEeHHS iX
(GyHKI10HATIBHOI 0€3MEKU Ta KUBYUOCTI (3 BUKOPUCTAHHAM CIIEKTPOAHAJI3aTOPIB);

— AOCTIPKEHHS] TEXHOJIOT1T MOHITOPUHTY BUIBHUX KaHAJIB MepeJaBaHHs JTaHUX B
0€3MPOBOJOBUX MEPEKaxX Ta TEXHOJIOTI MABUIIEHHS 3aXUILEHOCTI O€3MPOBOJOBUX Me-
peX 3 BUKOPUCTAHHSAM MPUCKOPIOIOYUX JIIH3 1 11 OJIApU3alliiiHi BIaCTUBOCTI.

3Ba)kar04yM Ha Take 00’€KTOM JIOCJiI2KeHHsI B poOOTi € mpoliec 3a0e3neyYeHHs 1H-
dbopmartiitHoi 1 (hyHKIIOHATREHOT Oe3meKn B 6e3mpoBoioBuX Mepexax. [lpeamerom 10-
CJIIPKeHHsI — METOIU Ta Mojel 3a0e3nedeHHs iHGopmaliiiHoi Ta (QyHKIIIOHATBEHOT
Oe3mneku B 0€3MPOBOJOBUX MEpPEkKax Ha OCHOBI arlapaTHOTO PO3ICHHS aOOHEHTIB.

Metoau nociimkennsi. [IpoBeneHi JOCTIHKEHHS TPYHTYIOTHCS HA TEOPETUYHO
OOTPYHTOBAaHUX Ta MPAKTUYHO arpoOOBaHUX MeEToJax Teopii ingopMmarii (s moaudi-
kamii Teopemu lllennona-Xaptii), Teopii iHbopmariitHoi 6e3neku (s moOyI0BU Je-
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peB aTak), Teopii HAIOHATLHOT O0€3MeKH (711 ONUCY METO(IB OI[IHKA WMOBIPHOCTI BiJI-
MOBHU B 00CIIyTOBYBaHHI, O4iKyBaHOT'O 30MTKY 1 CTaHy CHCTEM 3aXHCTy O€3MpPOBOIOBUX
Mepex), Teopii MOBIPHOCTI (IS OLIIHKU aJIeKBAaTHICTh €KCIIEPTHOI TpymH, KoedilieH-
TiB koHKOpAalii 1 CTeloieHTa), Teopii 0OpOOKH CUTHATIB (JIJI1 OTPUMAaHHS IIBUIKOTO
nepetBopeHHs Dyp’e [Jisi CUTHATIB 3 HYJIbOBUM CEPEIHIM KaHAJIOM), €JIEKTPOHHOI T€O-
pii nucnepcii ceiTiaa (A1t po3paxyHky 30H dpenens), Teopii MHOKMH (11 aiarpam Bo-
POHOTO Yy CHCTEMax 3 POYMIHTOM), Teopii QYHKINN AiMCHOT 3MIHHOI (11 pO3PaxyHKY
bynkuit Yomma), teopii mepex I[lerpi (ans monentoBanHst mepexi [lerpi-Mapkosa),
TeOopli CUCTEM Ta CUCTEMHOTO aHali3y (1Ji moOyA0BH MOEI «30MOYBaHHS», «HOPHOI»
CKPUHBKH 1 AJI MPOBEACHHA (YHKI[IOHATFHO-BAPTICHOTO aHai3y) 1 MIXKHAPOJIHUX CTa-
uaaptie BSI, PCIDSS, ISSAF, PTES, OSSTMM, OWASP, NIST SP 800-115
11SO 17799 B cdepi Oe3neku (11 MPOBEACHHS TECTYBaHHS HA IPOHUKHEHHS).

HaykoBa HOBM3HA OTPUMAaHUX Pe3yJbTATIB MOJIATAE B MOAATBIIOMY PO3BHTKY
TEOPETUYHHUX 1 MPAKTUYHUX METOIB Ta MoJieseil 3abe3nedueHHs iHdopmarliitHoi Ta ¢y-
HKITIOHAJIbHO1 Oe3neku B 0e3MpOBOJOBUX MEpPEKax Ha OCHOBI amapaTHOrO PO3/IJICHHS
aboHeHTiB. HoBUMM pe3ynbTaTaMu, OTpPUMAaHUMHU B TUCEPTAIliiHIi pOOOTI, €:

— BIIepIIIe Po3poOsIeHn MeTo MOJIU(]PIKOBAHOT MPSAMOKYTHOI KBaJApaTypHOi amil-
JITYIHOT MOJYJISALIT JJI 3MEHILIEHHS B3aEMHOT'O BIUTMBY O€3MPOBOIOBUX MEPEX, BIPO-
BA/UKEHHSI SIKOI0 32 PaxyHOK MoJu(iKaiii aMIuIiTyIHO-(a30BOro Cy3ip’st CUTHAIIB
A03BOJIMJIO: NOKpawumu €IeKTPOMArHiTHy CyMICHICTh TOYKH O€3IPOBOJIOBOTO JIOCTY-
ny (TB/) 3 aboHeHTOM Ta, Ha BiIMiHY BiJl ICHYIOUUX; 3abe3neuumu TiIBUICHHS MaK-
CUMAJIBHOI TEOPETUYHOT TPOCTOPOBOI PO3B’A3KH CYCIAHIX Cy3ip’iB Ha 4,5%;

— BIIeplI€ pO3pO0JIEHNIA METOJ MIABUILIEHHS (PYHKIIOHAIBHOI Oe3neku 0e3mpoBo-
OBO1 1H(QPACTPYKTYypH, BIPOBAKEHHSI SIKOT0 32 PAaxXyHOK ajanTaili KOHCTPYKIIiT
MPHUCKOPIOIOUOT JIH3U 10 0araTompoMEHEBUX CUCTEM Ta 3 ypaxXyBaHHSIM BIUIMBY iX IMO-
JSpU3aLIMHUX BJIACTUBOCTEH HA IUIICHICTH 1H(pOpMaIlii Ta i JOCTYHHICTH A03BOJIMJIO:
y3e00umuy aHTEHHI CUCTEMHM Tiepe/laBaya 1 MmpuiiMada 3a MOJIAPU3AIlEl0 Ta, HA BIAMIHY
B1JI ICHYIOUHX; 3abe3neyumu 301JIBIICHHS IMOTYKHOCTI €JICKTPOMArHiTHOT XBHJII B TOYII
npuitomy n0 7 1bmMBT, a mpomycknoi 3matHocTi — 110 4%);

— YIOCKOHAJICHUH METOJI aAaTUBHOIO M1I00pY BUIBHUX KaHAJIB TMepeaaBaHHs Ja-
HUX B OE3MPOBOJIOBUX MEpEkaxX, BIPOBAAKEHHS SIKOT0 IUISIXOM JIOAaBaHHS OKPEMO
PO3TaIIOBAaHUX aHAJII3aTOPIB CIEKTPY /10 ICHYIOUO1 OE3MPOBOIOBOT MEPEXKi J03BOJIHUIIO:
ompumyeéamy ONEPaTUBHY 1HPOpPMAIIO PO cTaH 0e3npoBoJoBOro edipy; guasiamu B
pPEeXUMI peaIbHOTO Yacy 3aBaJM 1 CTOPOHHIM KiOEpHETHUYHIN BIUIMB Ta, HA BIAMIHY BiJ
ICHYIOUHX; 3abe3neqyumu 3pOCTaHHS CTIMKOCTI Ta 1H(OpMaliitHOi Oe3neku Oe3mpoBOI0-
BHUX CHUCTEM JIO TAaKOTO BILIHUBY;

— YJIOCKOHAJIEHUH METOJ| OLIHKM CTaHy CHUCTEM 3aXUCTy Oe3MpoBOAOBOI iH(pa-
CTPYKTYPH BiJl BILTUBY TEXHOTEHHUX Ta aHTPOIOTCHHUX 3arpo3, BIPOBAIKEHHS SIKOT0
IUISIXOM BpaxyBaHHs 1HGOpMalliiiHoi Ta (YyHKI[IOHAJIBHOI O€3MeKu KOKHOI 3 XapakTe-
pucTUK (K QYHKIIN BiJ caMOi XapaKTEPUCTUKH) A03BOJIUIO 3abe3neyumy TiABUIICH-
HS JJOCTOBIPHOCTI OIIIHKU CTaHY CHUCTEM 3aXHUCTy OE3MPOBOJOBHUX MEPEXK 13 3HAUCHHIM
koedirienTa KoHKOpaIii ekcreptiB He Hrkue 0,67.

IIpakTryHe 3HAYEHHS] OTPUMAHMX Pe3yJIbTATIB Y CYKYITHOCTI CKJIAJIa€ MIATPYHTS
Ut TOOY/IOBU 3aXUIIEHOT 0€3MPOBOIOBOT KOPIOPATUBHOI CUCTEMH, B SIKiii aBTOMATH30-
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BaHO mporiecu 300py iHopMallii 3 aHaII3aTOPIB CHEKTPY Ta ii 00pOOKH, a TAKOXK BIPO-
BaJKEHO J11€BY Ta €(pEeKTUBHY IM1ICHCTEMY MOHITOPUHTY JIJISl aJIMIHICTPATOPiB OS3MEKH.

[TpakTHYHA IIHHICTH OTPUMAHKX PE3YJIbTATIB MOJIATAE Y TAKOMY:

1) po3pobiieHo Mikpomporpamy Ha MoBi mporpamyBanHs C (i KOMIUIATOP
SDCC 3.6.0) nuis anamizaropa criektpy Ha 6a3i Pololu Wixel,

2) po3po0bsieHO mporpaMHuii momatok Ha 0asi 6iomiorexku Open Flash Chart mns
MOPIBHSHHS 310paHMX JaHUX 3 MIiHIaTIOpHUX aHam3aTtopiB crekrpy CYW6935, Wi-
detector, Tl eZ2430-RF2500, Ubiquiti AirView2, Metageek Wi-Spy 2.4x i Pololu Wixel;

3) po3po0ICHO EKCIIEPUMEHTANIBHII MaKeT aHalli3aTopa CIeKTPY Ha PaioMOJyIi
T1 CC2500+PA+LNA, xorrponepi Arduino Nano 3.0 i 3 qucruieem OLED SSD1306 Ta
nporpamHe 3a0e3neueHHst Ha MoBi iporpamyBaHHs C (mig komminsitop GCC 5.4.0);

4) po3po0IICHO EKCIIEPUMEHTAITbHI MAKETH JIJISl aHAJI3y CIIEKTPY Ta MOHITOPUHTY:

—Ha 06a3i npuiiMaga D-Link DIR-320 (mpommska DD-WRT mini-usb-ftp v24-
sp2.13064) i mpuiimaya D-Link DIR-300 (mpormmBka 1.05.a319);

— Ha 0as3i npuiiMada Ha Mikpocxemi RaLink RT2860 (apaiieep rt2800pci, OC Gen-
too Linux 2.6.34-r1) ta anamnizatopa naketiB Aircrack-ng 1.0;

— Ha 0a3i nepenaBaya Asus RT-N16 (mikpokonTposiep Broadcom 4718A, nporu-
Bka DD-WRT v24-sp2 mega), npuiimaua Wifly-city IDU-2850UG-G2000 (MiKpOKOHT-
ponep Realtek RTL8187L) ta ananizaropa criektpy Ubiquiti AirView?;

— Ha 0a3i nepenaBaya Asus RT-N16 (mpommBka DD-WRT K2.6 14896), npuiima-
ga Atheros AR9287 Ta ananizaropis criektpy Popolu Wixel (TI CC2511F32);

— Ha 6asi mepenaBaya TP-LINK TL-WR340G (mikpokonTposiep Atheros AR2317,
npormBka Stock 4.18.19.110701), mpuiimaua Linksys WUSB54G (MikpoKOHTpoJIEp
Ralink RT2500USB) ta anamizaropa criekrpy NetStumbler 0.4.0;

5) po3po0eHO MPOrpaMHU MAaKET CUCTEMH MOHITOPHHTY aHAJi3aTOPIB CIEKTPY
Ha 0a3i mikpodpeiimBopka flask Ha mMoBi nporpamyBanns Python 3.7.2 nns omHormaT-
HOTO KoMIT toTepa Ha 6a3i Raspberry Pi 3B.

PesynpTaTi qucepTamiitHoro JOCIIPKEHHS BIPOBAKEHO y HABYAJIBHHUM MPOIEC
Jlep>xaBHOTO yHIBEpPCHUTETY TelekoMyHikailiii 1 KuiBcbkoro yHiBepcuteTy iMeHi bopuca
['piHueHKa B paMKax Marictepchbkoro Kypey «Metoau Ta 3acobu 3a0e3neueHHs 0e3neKu
0e3mpoBOOBUX 1 MOOLTEHUX Mepexk» (akT BmpoBamkeHHS Ne20-u Big 15.04.2019), y
MDKHaponHomy Temmyc-tipoekti  No544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
ENGENSEC «IlinroroBka HacTymHOTO TIOKOJIIHHS €KCIIEPTIiB 3 KibepOe3neKku: HoBa BH-
3HaHa €C Marictepcbka mporpamay» B pamkax maricrepcbkoro kypey «Wireless and
Mobile Security» (murutom BrpoBakenHss Big 12.11.2017), mpu po3ropTaHHi YOTHPHOX
BipTyasibHuX TiaTdopM «Havanbuuii kiGepromiron» (JepxaBHuil yHIBEpCUTET Telie-
KoMyHiKailiii, KuiBcekuii yHiBepcuter imeHi bopuca I'pinuenka, HaiioHanbHuii yHi-
BepcuteT «JIbBIBChKA MOJITEXHIKa» 1 XapKIBCbKUN HAIllOHAIBLHUN YHIBEPCUTET pajioe-
JIEKTPOHIKH), & TAKOXK B MpakTU4HINA AisibHOCTI TOB «ABTOp» (aKT BIPOBAIKEHHS Bij
23.04.2019), TOB «XEJICI FOA» (akt BripoBamkenns Bia 13.04.2019), TOB «Cuctema
Tpeiin» (axkt Baposamxenns Big 14.03.2019) i TOB «J/lomodon-IliBaeHs» (akT BIpoBa-
mxenns Big 16.02.2019).

OcoOuctuii BHecok 3700yBaua. OCHOBHI MMOJIOKEHHS 1 Pe3yJIbTaTU IUCEPTAIliii-
HOT poOOTH, 110 BUHOCSTHCSA HA 3aXUCT, OTPUMaHI aBTOPOM CaMOCTiiHO. Y poboTax,
HAMKMCaHUX y CIIBaBTOPCTBI, aBTOpYy Hanexats: [1,2,19,30,32,33] — migxoau mo/10 po3-
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pOOKHM HU3BKOOIO/DKETHUX aHaIi3aTopiB cekTpy; [3,23,24] — MeTox aganTUBHOTO TTijI-
00py BUIBHMX KaHAJIIB MEpeJaBaHHs JaHUX B O€3MPOBOJOBUX Mepexax 3 BUKOPUCTAH-
HSIM aHaJIi3aTOPIB CIIEKTPY 1 opraHizailisg 00THETIB; [4,5,8,9] — MOCHIKEHHS 3aXUIIICHO-
CTl Ta €JIEKTPOMArHiTHOI CYMICHOCT1 O€3MpOBOIOBUX Mepexk; [6] — MoaudikoBaHui Me-
TOJI OIIIHKK CTaHy CHCTEM 3aXHCTy 0e3MpoBOJIOBOI iHOPACTPYKTYPH BiJl BIUIUBY TEXHO-
T€HHUX Ta aHTPOMOTEHHUX 3arpo3; [7,13] — meTon MoaudikoBaHOT MPSIMOKYTHOI KBaJI-
paTypHOI aMILTITYTHOT MOAYJISIIT /Il 3MEHILIEHHS B3a€EMHOT'O BIUIMBY O€3MPOBOJIOBUX
Mmepex; [10,34] — BUKOpUCTaHHS J€pEB aTak I aHAMI3y 3aXUIIEHOCTI OE3MPOBOTOBUX
texHosorii; [11,21,22,25,26,31] — MeToa MiABUIIEHHS IUTICHOCTI Ta JOCTYITHOCTI 1H-
dopmariii y O€3MPOBOMOBHX CHUCTEMaX 3 BHUKOPUCTAHHSIM NPHCKOPIOIOYUX JIiH3,
[12,14,16,20,29] — migBHUIIEHHS IPOITYCKHOT 3IaTHOCTI 0€3MPOBOIOBUX KaHAJIIB 3B’ SI3KY
Ha OCHOBI mosspu3amiiaux edekris; [15,17] — 3actocyBanus SDR it TecTyBaHHS Ha
nponukHeHHs loT-mpuctpoiB crangaptis IEEE 802.15.4 i 802.16.4; [18,35] — meronu-
Ka MpOTHIl COIIaJIbHOMY IHXKMHIPUHTY Ha o00’ekTax 1HGOpMAIiHOI MisUIBHOCTI;
[27,28] — 3acTrocyBanHs aiarpam BopoHOTo /15t 0€3MpOBOIOBUX MEPEXK 3 POYMIHTOM.

Anpo6auis pe3yabratiB aucepranii. OCHOBHI TOJIOKEHHS AUCEPTAIIHHOT poOO-
TH JOTIOBIIAJIMCA Ta OOTOBOPIOBANIUCS HAa HAYKOBUX KOH(EpEHIIIsIX Ta ceMiHapax, cepel
axux: VI, VIII 1 [X mixknap. H.-T. kKoH]. cTtynentcTBa 1 mosoai AYIKT (M. Kuis, 2009,
2011, 2012 pp.); VII 1 VIII nayk. koud. «Cy4acHi TeHIeHIIli pO3BUTKY B 1HPOKOMYHI-
Karisix Ta ocBit» (M. Kuis, 2010, 2011 pp.); VII, VIII i1 IX mixHap. H.-T. kKoHP. «Cy-
yacHi 1H(popmaliiHo-koMmyHikamiitHi TexHosorii» (COMINFO, m. Kuis, 2011, 2012,
2015); IX, X i XI mixnap. koud. 3 Teopii i Texuiku anteH (International Conference
on Antenna Theory and Techniques, ICATT, m. Oneca, 2013 p., m. Xapkis, 2015 p.,
M. Kuis, 2017 p.); I, IT 1 III Mmi>kHap. H.-T. KOH(. 3 aKTyaJIbHUX TPOOJIEM HAYKH 1 TEXHIKU
(International Scientific-Technical Conference on Actual Problems of Science and
Technology, M. Kuis, 2015, 2016 pp.); IV i V mixuap. H.-tip. kKoH(D. «IIpodaemu iHO-
komyHikamiid. Hayka 1 Texuika» (International Scientific and Practical Conference Prob-
lems of Infocommunications. Science and Technology, PIC S&T, m. Xapkis, 2017
12018 pp.); Il mixkHap. H.-nip. KOHP. « MDKHAPOIHI TEHJCHINT B TaTy31 HAYKH 1 TEXHIKN
(International Trends in Science and Technology, crenmosa mom., M. Bapimasa, 2018 p.);
MIpE3eHTallisl IporpamMu IucuUIUiHg «Metoau Ta 3acobu 3abe3nedeHHs: Oe3neku Oe3-
MpOBOJIOBUX 1 MOOUTbHUX Mepex» (M. Kapnckpona, 2017 p.); xoHd. kpain €Bpornu
i CHJI «ALERT Cyber Drill» (ALERT cyber drill for Europe and CIS Regions,
M. Kumunis, 2017 p.); IV mixHap. H.-tip. KoH(. «[HHOBaWiliH1 TexHoorii B Hayu» (In-
novative Technologies in Science, crenmosa gom., M. [ly6aii, 2018 p.); perioH. ceminap
MixHap. coro3y enekTpo3B’si3Ky ainsa kpain €sponu 1 CH/L «I{udpose maiilbyTHe Ha Oc-
HoBi 4G/5G» (Regional Workshop of the International Telecommunication Union
for Europe and CIS Region “Digital Future Powered by 4G/5G”, m. Kuis, 2018 p.);
kpymit ctit «Kibepbesmneka: ocBiTHiM acnekt» (M. Kui, 2018 p.); Bceykp. H.-Tip.
KOH(. «AKTyanpHI THUTAaHHS TNPOTHAIT KiOEP3TOUYMHHOCTI Ta TOPTIBI JIIOJEMU
(m. Xapkis, 2018 p.); Bceykp. H.-Tip. KOH(}. 3700yBaviB BHIIOT OCBITH i MOJIOJUX yue-
Hux «Komm’rotepna imkeHepis 1 kibepOesmeka: JOCATHEHHS Ta 1HHOBAIlID»
(M. Kporuautskuii, 2018 p.); I Mi>kHap. kKoH(. 3 KOMI. HAayK, IHXKEHEpIi Ta OCBITHIX
nporpam (International Conference on Computer Science, Engineering and Education
Applications, ICCSEEA2019, m. Kuis, 2019 p.).
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IMy6aikanii. OCHOBHI MOJIOKEHHS JUCEPTAIIfHOT pOOOTH OImyOIiKoBaHi y 35 HayKo-
BUX Tpalfx, 3 Skux. 1 myOumikaris — po3aut KosekTuBHOI MoHorpadii [1]; 18 — y 3akop-
JnoHHMX [2,3] 1 BiTum3HAHUX [4—19] dhaxoBUX HAyKOBUX BUIAHHSX, SIKI BXOASTH JI0 MI>KHA-
ponHux HaykoMmeTpuunux 0a3 manmx (Index Copernicus, CORE, BASE, DBLP, arXiv,
DiVA2, ResearchBib, PKP, OCLC romo); 5 — my0:mikariiii y MibKHApOIHHX PELIEH30BaHUX
BUIaHHSX, [0 BXOAATH 10 0a3 ganux Scopus ta Web of Science [20-24] ta 11 Te3 gomnosi-
neii [25-35]. be3 ciBaBTOpIB — OMy0OJIiKOBaHO 6 HAYKOBHUX CTaTel 1 3 TE3H JOIMOBIICH.

OOcsr i cTpykrypa auceprauii. {ucepraiiis ckiagaeTbes 3 aHOTAaIlli, 3MICTY, Te-
pelliKy YMOBHHUX IO3Ha4€Hb, BCTYILY, TPHOX PO3MLIIB, 3arajJbHUX BHUCHOBKIB, CIHCKIB
BUKOPHUCTAHUX JPKEpe (B KiHII KOKHOTO PO3JLTY OCHOBHOT YaCTUHHU JHCEPTallii) 1 Mae
161 cTOpiHOK OCHOBHOTO TEKCTY, 89 pucyHkiB, 22 tabnuii. COUCOK BHUKOPUCTAHHUX
JoKepen MicTUTh 123 yHikanbHI HaliMEeHyBaHHS 1 3aiiMae 14 ctopiHok. 3araabHuil 00csr
aucepTaniitHoi pobotu — 182 cTopiHKH.

OCHOBHMUM 3MICT

VY BeTyni MoKa3aHO aKTyalbHICTh HaNpsMy AOCIIIKEHb, BIIOUTO 3B 30K IUCEp-
TaliiHOI pOOOTH 3 HAYKOBMMHU MpOrpamMaMH, IUIaHaMU Ta TeMaMH, cGOPMOBAHO METY i
3aBJaHHA JOCIIKEHHS, HABEJIEHO OCHOBHI MOJOXEHHS, SKI BUHOCATHCA Ha 3aXUCT 1
MPaKTUYHY I[IHHICTb POOOTH, HABEJEHO BIJIOMOCTI MPO ampoOallilo pe3yyibTarTiB 1 ix
BIIPOBAJKCHHS.

VY nepmomy po3aiJi:

1. JlocaimkeHo CylepeyHOCT], 1110 BIUIMBAIOTh Ha OE3MPOBOIOBY 1H(PACTPYKTYpPY
Ta MarOTh MICLE MK 0€3MPOBOAOBUMH MEPEKAMH IPH iX PO3rOPTaHHI 1 MATPUMYBaHHI
iX mpane3aaTHOCTI Ta OE3MPOBOJOBUMH TEXHOJOTISIM MPHU X BUKOPUCTAHHI Il 3a0€3-
nedyeHHs notped Oi3Hecy 1 mepcoHaii, o J03BOJIWIO, K pe3yabTaT, chopMyBaTH Ha-
YKOBE 3aBJaHHS JIOCIHKCHHS 1 HOTO 3arajibHy KoHIemIito (puc. 1).

MocTaHOBKa 3aBAAHHA AOCAIKEHHA:
3aBe3neyeHHn rapaHTosgaTtHocTi | pyHKuioHabHOT Beaneku (gocTynHocti Ta winicHocTi)
6e3npoBOA0BMX MepeX 3 NifBuULLEHHAM IX edeKTUBHOCTI Npu nepeaasaHHi iHdopmaLii
Haykoeo-meTouuHi nigxoau wopao sabesneyeHHa Gesneku
B cdepi 6e3npoBofo0BHX TEXHONOTIA
MeToau 3a6eaneyeHHA rapaHTo3aTHOCTi 6e3NpoBoAOBUX MEpeK
Mertog, nigBuLieHHA
Mertog mogmndikosaHoT MeTopg agantreHoro nigbopy GYHKLOHaNbHOI Gesnekn
NpAMOKYTHOI KBagpaTypHoT BiNbHMX KaHaniB nepefaBaHHA 6e3npoBOg0BMX CUCTEM 3
amnnitygHol moaynauii ana AaHux B 6e3npoBoOBUX BUKOPUCTAHHAM
3MEHLUEHHA B3AEMHOTO BN/IMBY MepeXax 3 BUKOPUCTaHHAM NPUCKOPIOIOUNX NiH3
6e3npoBoA0BMX MEpPEeX aHanisaTopis cneKkTpy
MeTog, KOMMNJIEKCHOT OL{IHKYM CTaHY 3aXMLLy Ti 6 [,0BOT MepeXi B yMOBax BNJIMBY TEXHOTEHHUX Ta
AHTPONOreHHMX 3arpos
TexHiuHi acnekTu $YHKUiOHaNbHOT Be3neKku Ta MUBYUYOCTi 6e3NPOBOLOBUX Mepex
MOHITOpPUHT BiIbHMX KaHaAiB NepefaBaHHA JaHUX
3abesneueHHA pyHKUioHaNbHOT Gesnekn B 6e3nNpoBOJOBUX Mepexax
Ta ®ueydocTi POBOJOBMX MEpPEX 3 ypaxy
> X B3aEMHOro BNAMBY MigerwerHa saxnweHocTi GeanpoBofoBUX Mepex
3 PUCTaHHAM Np I UMX NiH3

| DopmyBaHHA peKoMeH ALl Lo 10 HAYKOBOTO Ta NPAKTUYHOTO BUKOPWUCTaHHA PEe3yNbTaTiB A0CNiAKeHHA

Puc. 1. 3aranbHa KOHIEIIIS AUCEPTAIIHHOTO TOCTIHKEHHS
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2. IlpoBesieHO, BUKOPUCTOBYIOUM TEXHOJIOT1IO MOOYIOBH JepeBa aTak, aHami3 ic-
HYIOUHX 3arpo3 Ta aTak Ha 0€3MpOBOIOBY IHPPACTPYKTYPY, & TAKOXK PO3TISTHYTO IIISTXH
10710 mocaabaeHHs iX BITUBY. KoHCTaToBaHO, 1110 HAWOLIBII KPUTHIHOO AJIs1 Oe3mpo-
BOZI0BO1 iH(PpacTpykTypu € D0S-aTtaku Ha c1y>k00B1 KaHAIIU 3B SI3KY.

3. ChopMOBaHO OCHOBHI HalpsIMU MPOBEJACHHS TOCTII)KEHHS, BUPIIIYIOUHU SIK1 J0-
I[ITBHO BUXOJUTH 3 TOTO, IO HHUHI 3 PO3IMIUPEHHSM IMMOKPUTTS O€3MPOBOIOBUX TEXHOJIO-
rii BUHHUKaE MpoodsieMa CUCTEMHOIO MIIXO0y JI0 3aXUCTy Bciel 0e3mpoBoa0Boi 1HPpa-
CTpYKTYpH, a He e okpemux TB/I. [{s mpoGiaema yCKIaaHIOETHCS JETKICTIO TOCTYITY
710 CepeIOBHINA TepejaBaHHs TaHUX Ta BIACYTHICTIO YHIBEpCAIbHOTO 1HCTPYMEHTApIIO
JUTSI BUSIBJICHHSI CY9aCHHX 3arpo3 1 aTak Ha 6€31mpoBOJIOBY IHPPACTPYKTYPY.

B apyromy po3aiii nokazaHo, o quHamika 3poctanns kinbkocti TB/] € crynene-
BOIO (DYHKITIEIO:

N(Y) = (Y — 2000)*>* + 3450, (1)
ne Y — 001iKOBUH PIK.

Jana ¢yHKIIis OTpUMaHa 3a pe3yJibTaTaMU aHalli3y CTATUCTUYHUX JaHUX KOMMaHil
Wireless Geographic Logging Engine (puc. 2, 1e TeopeTryHa KpHUBa MOKa3aHa ITPUXO-
BUM ITYHKTHPOM, a peajbHa — CYILIBHOIO JIHIEI0).

To4kK gocTyny, MAH
300

250
200
150
100

50

0
2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

Puc. 2. 3poctanHs KUIBKOCTI TOYOK O€3MPOBOJOBOTO AOCTYIY

Take cTpimMKe 3poCTaHHS TPUBOAUTH IO YCKIATHEHHS POOOTH KIJIBKOX O€3MpOBO-
JIOBUX MEPEX B OJTHOMY 1 TOMYy CAaMOMY YaCTOTHOMY JIiana3oHi.

3 METOI0 HIBEJIOBaHHSA IIi€l TpoOIemMu Ta 3a0e3MneYeHHs YIIUTbHEHHS aMILTITYIHO-
($azoBoro cy3ip’si CUTHaIIB, 3MEHIIIEHHSI B3aEMHOTO BIUTMBY O€3MPOBOJOBUX MEPEXK Ta
3a0e3nedeHHs X 1HPOopMalliifHOi Oe3MeKkH, B poOOTI BUKOPUCTOBYIOUM MPOCTI MpaBUiia
JUTSL TOCSITHEHHSI HaOLTbIIO1 €BKITII0BOI METPHUKH (JIMCTaHLIi) Mik 0a30BUM 1 MOAMUDI-
KOBAHUM BEKTOpaM (JOBXHHA BEKTOPY MOMMIIKH) PO3po0IeHO MeTod MoandikoBaHOI
NPAMOKYTHOI KBaIPaTyPHOI aMILIITY/AHOI MOXYJIALII.

J1j1st 6a30BOr0 BEKTOPHOT'O MPOCTOPY MiHIMaJIbHA BHYTPIIIHS BIACTaHb M1 BEKTO-
paMu CTaHOBUTH Ty, = 2,000 nms BEKTOPHUX MPOCTOPIB, SKI CTAHIAPTHO BUKOPHUCTO-
BYIOTBCS JIJIA 2-QAM, a 30BHimHS — Tosn = 0,000. BignaneHus ckinagae mpu 1bOMY
Aon= Tan — Tsosn = 2,000. Ile o3Hawae MakcHMalIbHE MEPEKPUTTS MPH BHUKOPUCTAHHI
JIBOX CHCTEM 3 0a30BUM BEKTOPHUM IMPOCTOPOM. TOOTO, UMM MEHIIE BiJIaJICHHS, TUM
cTaOuIpHIIIe OyTyTh MpaItoBaTH OOUABI CUCTEMHU.



8
BasoBuii BekTopHuii npoctip R = {+(2m—1)+ 2m—1)i}, m€ Z, m€ 1,q,

a—\/_/2—22

Ha JIICHY 1 ySIBHY Bicl, fKa 3 (I3UYHOI TOUKHU 30pYy MpPEICTaBIsie COOOI0 MOJOBUHY CTO-
POHU KBaIPAaTHOTO BEKTOPHOTO MPOCTOPY, K — KpaTHICTh MOTYJIALII.
Toni s 6a30BOro BEKTOPHOTO MPOCTOPY KOe(illiEHT HOPMYBAHHS CTAHOBHTD:

l_c=\/Ecep[|R|2]=\/2Ecep[Re|R|2]=\/2-% a_ (2m-1)?2=

-2
_ (2@ .0 Ay [2.22 7, 22 _ /z k_
_\/3 —(4a2 -1 = |3 55 (4 25 1) -(2k - 1),

k _ . . .
nen =2 / 4= 2K=2 _ kinpKicTh TOYOK B KOKHOMY KBaJIpaHTi; TaOIM4YHA CyMa CTyTIe-

— KIIBKICTB pa3113 BII[6I/ITT$I HpOGKI_Ill KOKHO1 aMHJ'IlTYI(I/I BCKTOpPY

()

. 1 . .
HiB HAaTypaJbHUX 4ucenl € 2o _.(2m—1)? = 3 a (4a%? — 1). Toni s OBOX BUIIB

Moxyisuii Maemo k10QAM = /10 ~ 3,162 i k®4M = /42 ~ 6,481.

B po60Ti BBeZIcHO 1 IEPEBIPEHO TIMOTE3Y, 3TAHO SIKOT 3MiHa MPAaBWII MMOOYI0BU CU-
THAJIBHOTO TIPOCTOPY O3BOJUTH YIIUIBHUTH Kiibka THJl B 0lHOMY 4acTOTHOMY Jiaria-
30HI Ta PO3MJIIHYTO IT’SITh OCHOBHHMX Mojuikalliii: odepranus Ha 45° (puc. 3a); 3Mi-
nieHHs (puc. 36 1 3B); HopMasibHE (pUC. 3T) Ta KOMIIaKTHE (puc. 3/1) BAAAIEHHS Bl O-
YaTKy KOOpJUHAT; 00epTaHHs rpynu Ha 45° (puc. 3e).

Puc. 3. Moaudikariist BekropHoro npoctopy misa 16-QAM: oGepranns Ha 45° (a);
3MileHHs MpoTH (0) Ta 3a (B) TOJAMHHUKOBOI CTPIIIKK; HOpMaJIbHE (T) Ta KOMITAKTHE ([1)
BIJIJTAJICHHS BiJl TOYATKy KOOPAUHAT; o0epTaHHs Tpymnu Ha 45° (e)

JloBeneHo, M0 HAWUIIPOCTIINIEe TEPETBOPEHHS OTPUMYETHCA OOEpTaHHAM 0a30BOTO
npoctopy Ha 45° (puc. 3a, ae s 16-QAM, kBaapaTamMu BKazaHO 0a30BUI BEKTOPHUI
pocTip, a pombamu — oro moaudikaiis). Take mepeTBOPEHHS MPOBOAUTHCS 32 HACTY-

ITHOO CXEMOIO:
— 2 2 n
=405 +10cos(a iZ)'

:1/Q3+I§sin(aig), ©
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: I
ne (Qo, Ip) — moYaTKOBI KOOPIUHATH BEKTOPY; tga = Q—O st @ < 2T (3HaK «+H» 03Ha4dae
0

o0epTaHHs IPOTH, & «—» — 32 TOJIMHHUKOBOIO CTPUIKOIO).

B nanomy Bumajaky MiHIMallbHa BHYTPIIIHS BIJICTaHh M)XK BEKTOPaMU 3QJIUIIAETh-

. . . . 16QAM
Csl HE3MIHHOIO Ty, = 2,000, MiHiManbHa 30BHIMIHS BiacTaHb s 16-QAM — r3OBS =

= \/2(10 —7V2) ~ 0,448, a wi 64-QAM — pSiAM \/2(58 — 414/2) = 0,186.

Tob6t0 AngAMz 1,5521 Agg WM~ 1,8 14, 1o BKa3zye Ha 4YaCTKOBE MEPETHHAHHS BEKTO-
pHUX TIpocTopiB. [Ipu oOepTaHHI 3MIHIOETHCS JIMIIIE MOJISIPU3AIlisl BEKTOPHOTO MPOCTO-
Py, a KoeiIieHT HOPMYBaHHS 3aIMIIAETHCS TAKUM CaAMHM, SIK 1 Y 6a30BOT0 MPOCTOPY.

SIKIo0 3HEXTYBAaTU CUMETPIEID MOXKHA OTPUMATH JIBAa MEPETBOPEHHS: 3MIIICHHS
MPOTH 1 3a TOAWHHUKOBOKO CTPiIKOIO (puc. 36 1 3B, e KBaapaTaMu BKa3aHO 0a30BUU
BEKTOPHUI MPOCTIP, a TPUKYTHUKAMHU — Horo moaudikanis). JJig KOKHOTO 3 KBaJpaH-
TIB IIPH 3MIILEHI (IEPIINI 3HAK Y BIJMOBIJIAE 3MIIIEHHIO POTH TOJUHHUKOBOI CTPLIKH,
a IpyTuiil — 3a) Ma€MO CYKYITHICTb BUAY:

[1] [R =Ry + (11 10),
[II] [R =Ry + (F1 + i), 4
[HII|R =Ry + (£1 F i), 4)
[IVILR = Ry + (£1 + ).

Jlyist BU3HaYeHHsT Koe(illieHTa HOPMYBaHHSI MPUBEIEHO KOOPAMHATH BEKTOPIB JJIst
MepIIOro KBajpaHTa (JUIsl 3MIMICHHS MPOTH TOJUHHUKOBOI CTPUIKH, ajie JJig 000X Bapi-
aHTIB 3HAYCHHSI KOC(IIIEHTIB OJHAKOBI):

16QAM: {2i;4i; 2 + 2i; 2 + 4i};
20;41; 61;8i
2+ 20;2+4i;2+6i0;2+ 8i (5)
4+2i;4+4i;4+6i;4+8i(’
6+2i;6+4i;6+ 6i;6+ 8i
Toni 3 (2) BU3HaYar0ThCs KOEPII€EHTH HOPMYBAHHS:

64QAM:

ko " = \/2%_2 [22 + 42 + 22 + 22 + 22 + 42] = 24/3 =~ 3,464, .
6

kS6§3AM 2\]2%2[8'22 +8-42+8-62+4-82] =2vV11 = 6,633.

TeopeTnyHuil BUrpaml npu 3amiHi IBOX CUCTEM Ha 0a30BOMY BEKTOpI, ABOMA CHUC-
TeMaMH Ha 0a30BOMY 1 MOJIM(PIKOBAHOMY BEKTOPAX CTAHOBUTH:
Ag—A

6
ne As 1 Ay — BigganeHHs Jjist 6a30Boro 1 Mou(piKOBaHOTO BEKTOPHUX MPOCTOPIB.

Pe3ynbrat po3paxyHKIB KOEQILIEHTIB HOPMYBaHHSA IS 1HIIMX MoAuQIKaIii
MpuBeIeHo B Tabu. 1. 3 Tabnuili BUIHO, IO 3 YCiX BUIB 3MIIICHHS (BiIIaJIEHHS) Kpallle
BUKOPUCTOBYETHCSI €HEPrisl CIEKTPY y BiAJalieHH1 3 onTuMIi3ali€eo (po3poOieHuil mMe-
TOJ OOepTaHHS TPYNHU MOKa3aB HE3HAUHE MOTIPIIEHHS €HEPreTUYHUX XapaKTEPUCTUK Y
MOPIBHSAHHI 3 6a30BMM BEKTOPHUM IPOCTOPOM, 1 JIKIIIE TIpU BUKOpUCTaHHI 64-QAM).
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Ta0mums 1
Koeoitientn HopMyBaHHs Ks, BiiganeHHs A i BUrpar o
BekropHuii mpocTip: ksl6QAM kS64QAM A16QAM ‘ A%4QAM | 516QAM of ‘ §O4QAM o
bazoswuit 3,162 6,481 2,000 —
OGepTaHHs Ha 45° 3,162 6,481 1552 | 1814 224 | 93
3MileHHs 3,464 6,633
Binnanenas 4,472 7,746 0,586 70,7
KomnakTHe BijmaneHHs 3,873 6,819
OOepranHsaM rpynu Ha 45° 3,162 6,519 0,090 95,5

[Ipu 3017bIIIEHH] PiBHSA 3aBaj 30UIBIIYETHCA KUIBKICTh TMOMUJIOK I 4Yac MpUi-
MaHHA curHaiy. CeneKTUBHICTh (UIbTpa AJIsE KOKHOTO BEKTOPY MOKHA 3MEHILIUTH, ajie
11e MpU3BEJIC J0 301IBIICHHS KUIBKOCTI MOMMJIOK BiJlT MOJU(IKOBAHOTO MPOCTOPY BEK-
tTopiB. OIHUM 13 BapiaHTIB PillIeHb caMe ¥ CTajo MepeHaJallTyBaHH Ha MOIYJISLIIO 3
meHImM koedimientom K. Ile dozsoauno 3a paxyHok Moaudikariii 00JacTi aMILTITyTHO-
($ha30BOTO Cy3ip’sl CUTHAJIB nOKpawumu €IeKTpOMarHiTHy cymicHicth ThHJ[ 3 aboHeH-
TOM Ta, Ha BIAIMIHY BiJl ICHYIOUUX, 3a0e3neuumuy MiABUIICHHS MaKCUMaJIbHOI TEOPETHUY-
HOI ITPOCTOPOBOI PO3B’A3KH CYCIIHIX cy3ip’iB Ha 4,5%. Pa3oM 3 TUM mUTaHHS 11010 3a-
Oe3meyeHHs CTIMKOCTI Ta 1H(popMalliiiHoi Oe3neku 0e3npoBOI0BOI 1H(YPACTPYKTYPH 3a-
JUIIUIUCH HEBUPIIIICHUMHU W TAKUMHU, 110 ¥ HUHI TOTPEOYIOTh CBOT'O PO3B’S3KY.

3 meToro 3abe3nedyeHHs CTIMKOCTI Ta 1H(opMaliitHo1 6e3neku 6e3MpoBOIOBOI 1H-
bpacTpykTypu B yMOBax CTOPOHHBOTO KIOEpHETUYHOTOHM BIUIMBY B pPEaJIbHOMY 4Yacl B
poboTI po3po0ICHO MeTo AJANTHBHOIO MiA00PY BUILHHUX KaHAJIB NepelaBaHHS
JaHUX B 0e3MPOBOJOBHX MepeKaxX 3 BUKOPHUCTAHHAM aHAJi3aTopiB cnmekTpy. Bin
JTI03BOJIMB, 3aCTOCOBYIOUM CHUCTEMY JOJATKOBUX HE3aJCKHUX MPUCTPOIB (aHAII3aTOPIB
CHEKTPY), BUPIIIUTH 3a/1ady TapaHTOBAHOTO BUOOPY ONTUMAIBHOTO YaCTOTHOTO KaHAy
nepeaBaHHs TaHUX HapsIy 3 BXKE ICHYIOUMMH O€3MPOBOIOBUMHU ajanTepamu, 00J1acTh
BUJIMMOCTI SIKMX 4acTO OOMEXeHa JIMIIE MEPEKaMH OJHOTO CTaHAAPTY (TaK JEAKl KapTh
HaBITh HE 0ayaTh «IIPUXOBAHUX» Mepex). Cxema, mojiaHa Ha puc. 4, MoKa3ye po3MoIi-
JIEHY MIJICUCTEMY 3 aHaII3aTOpaMU CIIEKTPY.

. . Auanizatop
T cnexTpy ) .
OuKa = L 143 Touwi gocTyny MoBinbHui
Acctyny ] —, KnieHT
C-npouska
OLED 55D1306 =
[ OLED libs o
Raspberry Pi
OLED S5D1306 | Resebian Lite
smast
osi ~
COMonitoring w3 \‘L
/ Python 3 OLED libs >
/ \ = Awanizatop
/ Auanizatopu \ crexty
. cnexTpy w

Pololu Wixel
C-npowuska

Ha YMOBHO

YmMoBHO § .
mobinesomy

moBin bHuit

KNieHT

Python 3 ILI9341 libs

Ananisatopy criextpy

CravjionapHuii ) -
Ha crauyjonapHomy kniewTl

KNiEHT

Raspberry Pi

LED HDMI LCD.
HiDs

—

Puc. 4. Cxema 3 aHamizaTopamMu CIIeKTpy

Cxema CKJIAa€eThCA 3 KOHTPOJIEPY, KU PO3MOAUISE KaHalW 1 HaBaHTAXXEHHS B
Mepexi, Kepyroun iHQpacTpyKTyporo 6e3mpoBo0BOTO 3B’s13Ky; TH/l; Kili€HTIB 3 aHaTi-
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3aTOpaMU CHEKTPY 1 OKPEMHUX aHaII3aTOPIB CIIEKTPY, PO3TAIOBAHUX Y KIOYOBHUX TOY-
KaxX. AIroput™ 300py JaHHUX IMOKa3aHO HA pUC. 5.

Beznpoeogoemnii
agantep |

()

| CraHyBaHHA |l pm——_—— - — = — =
rovokgocryny | | r r

! = BetaHoBneHHA micyA

Touxa gocryny

I !
L — | YcepeaHeHHA | | IHAXOAMEHHA e pan :
I 1 ! il v |
| (( j} l . | | YcepegHeHHA 3HaUEHE |
| BinGip MiHiManEHNX 3HAUEHE | Bia BCiX A%e pen
: 36ip paHnx | | | * |
[
| v | v — 1 |
| DopMyBaHHA NaKeTiB | | PoapaxyHok onTMManeHoro
| Wanake i ix Bign paBka | KaHany |
| Ne peTBOPEHHA | | i ————
[ Dype | AHanizaTop cnekTpy, [ | * ’— |
Ananizatop | knient | | Bianpaska pekomengauii | \ - 3miHa kaHany |
[ cnexTpy I abo TouKa goctyny | | TouLi JocTymy | ‘ o (poboyoi yacTorn) |
bl === = | [
| |

Puc. 5. Anroput™ AMHAMIYHOTO PO3IMOALTY KaHaJlB

PiBeHb cHUTHATy B KaHaIIl | MOKe OyTH OOUHMCIICHHUI MPH [ILOMY 3a (POPMYJIOLO:

Lh =~ ¥ Ly, (8)
ne iaekc ch — Homep kaHaimy; N — KUIBKICTh TOYOK, III0 HaJIeKaTb OJHOMY KaHaiy; Lij—
BHUMIPIOBaHHS B i-i TOYIl JUIs |-TO KaHamy, 1bMBT. 3a oJuH IUKJI BUMIPIOBAHHS PEKO-
MEHJy€ThCSI TPOBOJUTH ONUTYBaHHS B KOXKHIM Touli nmpubdausno B 100 pa3zis, ToMy 110
3aMICTh L Kparie BUKOPUCTOBYBATH CEPEAHE 3HAUCHHS JJIs1 YUCIIA BUMIPIOBAHb.

CepenHili piBEHb CUTHAITY B1J] YCIX 30BHIIIHIX TPUCTPOIB JOPIBHIOBATUME:

L(B:’ISBH = % 94=1 .ujL;':hr (9)
ne M — KUIbKICTh CHEKTPOAHaNI3aTOPIB; j — 3BaKyBaHHS BAXKIMBOCTI KOHKPETHOTO
npuctporo; L — cepenniii piBeHb CHrHANY U1 KOHKPETHOTO IIPUCTPOIO 3 (8).

Cepennilt piBeHb cUTHaiy Bij BOyJ0BaHOTO O€3MPOBOJOBOTO aJanTepy, 10 HaJ-
XOJIUTh JIMIIE Yepe3 piBHI KaHaiB (1 JUIIE JJIsi IPUCTPOIB, SKI MPAIIOIOTh 32 OJHUM
CTaHAApTOM) BU3ZHAYATUMETHCA 32 (POPMYIIOI0:

I = 3 1y T v L, (10)
ne H — xinpkicTh BOyOBaHMX O€3MPOBOAOBUX afanTepiB; K — KIIbKICTh CKAHOBAHHUX
TBJI;, " — koedilieHT TepeTHHy KaHAIB yepe3 mupuHy Kanany 20 MI'n i iHTepBan
Mix kaHagamu — 5 MI'1r (Tabm. 2); Lk — piBHI curHaiy 1o K-i 6e3mpoBoaoBo1 MepexKi.

Tabmanis 2
Koedinientn nepetTuny KaHaiB
lch-k| | 0 | 1 | 2 | 3 | >4
neh 1| % | % | % | 0

B po6oti gocnimpkeHo Tpu BapiaHTH CTBOPEHHS MOPTATUBHUX aHAII3aTOPIB CIEKT-
py: mpuiimMad i OJIOK ympaBiiHHS (BIIOKPEMJICHI 1 Ha OJJHOMY KPHCTali, JUB. puc. 6);
npuiiMay 3 BU3HAYEHUM PIBHEM CHTHAy Ha JIBOX CTaHax 1 OJIOIl yIpaBIiHHS; IHTETPO-
BaH1 KJIIEHTCHKI 0€3MPOBOJIOB1 KapTH.
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Puc. 6. IIpukiag ogHOKpUCTAIBHOIO aHaizaropy crekrpy Ha Pololu Wixel

IX BBezIcHHS B 6E3MPOBOIOBY CHCTEMY HPU3BOAUTH [0 TOTO, 110 HACTAHHS KPUTH-
YHOT'0 pEXHUMY pOOOTH CcTae MEHII MMOBiIpHUM. Lle mosCHIOETBbCA TepeayCciM THUM, IIO
aOOHEHTH Ha nepeBaHTakeHUX Th/l 3a MakCMManbHUM PIBHEM CUTHAIY Ta CKIAIHUMU
QITOPUTMAMH PO3MOIJIEHHS! HABaHTAXKEHHSI MepeHanpassitoTbesa Ha cycianil Th/I. [lpu
IILOMY ISl aHATI3aTOPIB CIIEKTPY 3 ABOMA CTaHAMU piBHIO cuTHay (Hampukiaza, Nordic
nRF24L01) piBeHb curHaity B i-i TOUIll MOKe OYTH OOYHCIICHUH 3a (OPMYJIOFO:

2(Lcep—Lmin)
Pi = Linin + — 2= X301 Pij, (11)

1€ Lmin 1 Leep — MIHIMANIBHUHN pIBEHB 1 piBEHb TpuUrepa npamopa, 1bmMBT; M — kinbKicTh
BHUMIPIOBAHb; Pjj — pe3yIbTaT OAMHOYHOIO BUMIpIOBaHHS (puiiMae 3HadeHHs 0 ado 1).
OniHUTH SKICTH POOOTH 0E3MPOBOJAOBOI MEPEXKI 3 aHANI3aTOPAMU CHEKTPY MOKHA
3a BIJHOIIEHHAM KOE(III€HTIB €(PEeKTUBHOCTI:
K _ ECxc N 1 Pac
— = = . (1 +—), (12)

Kac  Epac’C Nppy NMX PiupptPosen

. . . NTB .
ne Eac — e(heKTUBHICTD Mepexi 3 aHa3aTopamMu CHEKTPY, Exc~ Tﬂ AT,

E — edexTuBHICTh 3BMUalHOT OE3MPOBOIOBOI MEPEXKI MPSMO MPOIOPIiiiHA MiHIMA-
JIBHOMY 4acy JOCTyITy aGoHeHTa 10 pecypciB ThJI, E~Tmin = %;

AT — po3mip 4acoBOTO BiKHA MepeIaBaHHS;

N™® — MakcHUMaIbHO MOKJIMBA KUJIbKICTh a00oHeHTIB Ha oaHy ThJI (Bix 30 go 50);

N1px — kinbkicTs TBJL;

N — moBHa KinbkicTh a00HEHTIB, N = (2 + ¢)(Nywos + Nuepyx);

Nyvos — KIIBKICTh YMOBHO PyXOMUX a0OHEHTIB;

Nuepyx — KIIBKICTh HEPYXOMUX a0OHEHTIB;

Po6en — BapTICTh 0OCITYyTOBYBaHHS;

Piup — BapTicTh 1HOPACTPYKTYPH, Ping ~ Npyx + Nywos + Nuepyx + Nrocr;

Npyx — KUTBKICTb pyXOMHX a00HEHTIB, Npyx = Nymos + Nuepyx;

Nrocr — KITIBKICTB TOCTBOBUX A0OHEHTIB, Nroer = 0 Npyx;

0 — TIOKa3HHK BIJIKPUTOCTI O€3MTPOBOIOBOI CHCTEMH;

Pac — Baprictb cuctemu cniekrpoananizaropis, Pac = (Nywos + Nuepyx)P ac + Pronr

P”Ac — BapTiCTh OHOTO CIIEKTPOAHAII3ATOPY;

Pxonr — BaPTICTh KOHTpPOJIEPA IS 300py 1 aHAIMI3y JaHUX B aHATI3aTOPIB CIIEKTPY;

C — BapTicTh 3BUYaitHOi 6€31poB010BO1 cucTeMH, C = Piygp + Poser;

Cac— BapTicTh  O€3MPOBOIOBOT  CHUCTEMH 3  aHANI3aToOpaMu  CIEKTpY,
Cac = Piugp + Posen + Pac = C + Pac.
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3aCTOCYBaHH$I MiICHCTEM 3 aHaIi3aTOpPaMH CIEKTPY 00360Ju10 IIULSIXOM X /10718~
BaHHsI 710 ICHYF0401 OE3IPOBOLOBOI MEPEXKI ompumysamy OnepaTHBHY iHbopMaLio npo
cTaH 0e3MpOBOAOBOTO €ipy, uUA8IAMU B PEXKUMI PEATBHOTO Yacy 3aBajy 1 CTOpOHHlI/I
KIOepHETHYHIiT BIUIMB Ta, HA BIAMIHY BiJl ICHYIOUUX, 3a0e3neyysamu 3pOCTaHHs CTIHKO-
cTi Ta iHpOopMaIiitHOT Gesmexu 0€3MPOBOJIOBUX CUCTEM JI0 TAKOTO BILJIUBY.

BpaxoBytoun, mo Hapsay i3 3abe3nedeHHAM 1H(popMaIiiiHoi Oe3MeKu He MEHII
BOKJIMBUMHU TOKa3HUKAMHU (PYHKIIIOHYBaHHSI O€3MPOBOOBOI 1HPPACTPYKTYpH € 3a0e3-
MEeYEHHS JOCTYIMHOCTI Ta IIUTICHOCTI 1H(OpMAaIlii, 110 IUPKYJII0E B OE3MPOBOJOBUX MEpe-
’&ax, B poOOTI po3po0aeHO MeToA NiABHIIeHHSI (PYHKIiIOHAIBbHOI 0e31eKu Oe3npoBo-
10Boi inppacTpyKkTypu. Meron Oa3yerses Ha MOI[I/I(I)IKOB&HI/IX MIPUCKOPIOIOYUX JIIH30-
BUX QHTCHAX, SIKI 3aCTOCOBYIOTBCS, 30KpeMa, W ISl OaraTOIpOMEHECBHX CHCTEM THITY
MIMO. [lns BU3HAYCHHS Alarpamu CIpsIMOBAHOCTI MOAM(IKOBAHOI IPUCKOPIOIOYOT Ji-
H30BOI aHTCHH B POOOTI 6yJ10 MPOBEICHO PO3PAXYHKH CIIOTBOPCHD hasoBoro posmoziny
B PO3KPHBI LMIIHAPUYHOI NPHCKOPIOIOYOI JiH3M 1 BIAXWICHb MaKCHMyMy Jiarpamu
CHPSMOBAHOCT1, 0OYMOBJIEHUX 3MIIIEHHSAM IOJIOKEHHS ONPOMIHIOBAYIB 11010 (pa30BO-
O IICHTpPA JIH3H MEePICHINKY/ISPHO OCi B TOPU30HTAIBHIN TUIOMIKHI (pHC. 7).

.

S . | u
I S 1] H
"l

~—
S
__]::::-

B

\
N

|

AX } Tmax

: 4

Puc. 7. 3cyB BunpomiHioBaua 3 (JOKyCy MPUCKOPIOI0YO1 JIiH3U (BUI 3BEPXY)

JUJ1si IPUCKOPIOIOYOT JIIH3M 3 KJIACHYHUM TpodineM (IpHu po3TallyBaHHI OMpPOMi-
HIOBaya y (OKyCl) TeOMETpUYHUHN 1UIsAX (Ar) XBUIIL BiJ 3MILIEHOTO BIIBO HAa BEJIUYUHY S
BiOpaTopa J0 ONPOMIHIOBAHOI OBEPXHI JIIH3U MOKHA O0YMCIUTH 32 (HOPMYJIOHO:

AT(d) = \/(f - t(d))z + (d - 5)2 - \/(f - tmax)z + (D/Z - 5)2’ (13)

ne f — pokanbha BincTanb; D — po3kpuB MPUCKOPIOIOYOT JTiH3H; d — TOTOYHUI PO3KPHB,

d € [— D /2 ;+D /2]; S — 3MIIIEHHs OMpPOMiHIOBaua BiJl (oKyca; tmax — MaKCUMalIbHA

rMOWHA TTPUCKOPIOoU0i JiH3u. [Ipodink t sBisie co60r0 (DYHKITIFO Bl TOJIOKEHHS TUTa-
CTHHHU B PO3KPHBI 0, sika BiAPI3HAETHCS BiJ KIIACHYHOT:

t(d)=#—\/(f )2— < (14)

n+1 1-n?’
1e N — KoedIieHT 3aJTOMJICHHS.

Ha mpoTuiesxHii 3MILICHHIO BUIPOMIHIOBa4a CTOPOHI aepTypH INPHCKOPHOHOYOL
JH3W Ma€ Miciie BiJicTaBaHHS 10 (a3i, M0 IPUBOIUTH J0 3MIMICHHS MaKCUMyMY Jiar-
pamH CIPSIMOBAaHHOCTI B CTOPOHY, MPOTHICKHY 3CYBY ompoMiHoBava. [Ipu nBOX
OIPOMIHIOBa4ax (OJMH 3MILICHAN BIIBO, a PYTHii — BIPaBO) CUCTEMA MaTUME [Ba Ma-
KCUMYMH JliarpamMu CIIPSIMOBAHOCTI, 3MIIII€H], BIATIOBIIHO, BITPaBO 1 BIIIBO.

VY pamkax apyroro miaxoay OyJio MpOBEAEHO 0OYUCICHHS POQiIiB JIH3M JJIs Ji-
BOT'O 1 MPABOT'0 OMPOMIHIOBAYa OKPEMO, BBAKAIOYH iX PO3TAIIOBAaHUMH Y (POKycax Bif-
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moBifHKX JiH3. ITicist BOro BUKOHAHO YCEPEIHCHHS IIMOMH OKPeMHX IUIACTHH. Bu-
SIBUJIOCS], 1O 3a3HAYCH] BIIXWICHHS CyMiCHI a00 MEHIUI 3a IOMYCTUMY BEIHYHHY JULsL
JIH3U 3 CI)OKyCHOIO Bigcranuio f = 3D, mpu n = 0,5. Ilpu f = 1,6D Ttineku ans neprioi
BLJ| LCHTPY UIacTHHU. TO6TO, 31 30UIbIICHHIM (POKYCHOI BiICTaHI JIiH3H 3 yCePEHCHIM
npodizem cTae MEHII YyTIHBa J10 TIOMHJIOK BUOOPY TPOQLITIO JIIH3H.

JIJis iIBUIIEHHS SIKOCTI 3B’3Ky y O0araToKaHaJIbHUX CHCTEMax MOpSl 3 BUKOPHUC-
TaHHSM JyOJIOBaHHS MaKeTiB OyJ0 3aCTOCOBAaHO moiisipu3aliiiai epexru. Enementn ka-
HaJBbHOT MaTpuii H , 0 BUKOPUCTOBYETHCS ISl OMKMCY TaKUX CHCTEM BH3HAYMMO 32

dbopmyoro:
hj = Pu — /10PaPs, (15)

Pg
ne Py 1 Ps — piBHI CHTHJIB y ABOX IOJIOKEHHSX (IMOTOYHOMY 1 0OazoBoMy), MBT;
Pr 1 Ps — piBHI curHaIiB, TbMBT.
B sixocTi npukiaay y po6oTi 6yi0 JOCHiIKEHO B3a€EMHE PO3TAIlyBaHHS aHTEH, IO
MOKa3aHo Ha puc. 8.

Puc. 8. HpHKJIa,Z[ B3a€MHOI'0 PO3TalllyBaHHA dHTCH

KanasibHa MaTpuis Juist 1TaHOTO PO3TAlIlyBaHHS Ma€ BUTJIS:
1,00 0,32 0,05
H=(0,01 0,01 0,01} (16)
0,05 0,32 1,00
3 moaudikosanoi teopemu lllennona-Xaptii MaeMo 1H(OpMaLIiHY MPOMYCKHY
3JIaTHICTh KaHay (13 PO3paxyHKy Ha OJUH Irepl):

C = log, det Iy +2- HHT), (17)

ne Iy — oquamyHa Matpuns posmipaictio N; p — BimHOmenns curnan/mym; H™ — tpanc-
MOHOBaHA KaHaJbHA MaTpHIls. BiAHOIIEHHS CHUTHAI/IIYM PO3pPaxoOBYETHCS 3a (opMy-
JI010:
p = S — 23/TQPewnPuyn, (18)
myM

1€ Peyrn 1 Puyw — p1IBHI KOPUCHOTO CUTHATY 1 HIyMY, MBT; Peyry 1 Puyw — PIBHI CUTHAIIIB,
nbMBT. B Tabn. 3 nmpuBeneHo pe3yibTaT po3paxyHkiB 3a popmymnamu (17) 1 (18) indop-
MAITIITHOT MPOITYCKHOI 3/IaTHOCTI OE3MEePEPBHOTO KaHATY B 3aJI€KHOCTI BiJI OpIEHTAITlT aH-
TeH. 3 HaBEJCHUX IaHWX BUIHO, IO MPOITyCKHa 37IATHICTh 3aJIC¥KUTB, Hacamrepes, BiI
B3a€MHOTO PO3TALIyBAHHS IEPEIABATHHOI 1 MPUHMAIBHOT AHTCH, A HE BiJ iX KUTBKOCTI.

Ananrartis KOHCTPYKITii anCKopIomqm JH3UA 00360]UNA 3 YPaxyBaHHAM BILTHBY
IX MONPU3aLifHIX BIACTHBOCTEH Ha LLTICHICTH iH(opMaii Ta ii JOCTYIHICTE y3200u-
My aHTCHHI CHCTEMH Iepe/aBada i NpuiiMada 3a MOIPHU3ALI€io Ta, Ha BIAMIHY Bif ic-
HYIOUUX, 3a0e3neyumy 301TbIICHHS TIOTYKHOCTI €JI€KTPOMArHiTHOT XBWJIl B TOYII MPH-
oMy 10 7 abMmBT, a mponyckHoi 31aTHOCTI — 110 4%.
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Tabmans 3
[IponyckHa 34aTHICTb B 3aJI€KHOCTI B1Jl Opl€HTAIlll aHTEH
Kinbkicts | Bzaemne posramy- | IIpomyckna 3nmat- Kinbkicts B3aemue postamy- | Ilpomyckna 3pat-
aHTCH BaHHS aHTCH HICTb, OIT aHTCH BaHHS aHTEH HICTb, OIT

1(1.0) | x 3,4594 | 6 (3:3) T 16,8784
2 (2:0) [ X 43923 | 4 (2:2) [ : [ 17,0253
2 (2:0) \/ x 43923 [ 5 (3:2) 11 I 17,6097
3(3:0) 1] x 49542 | 4 (3:1) V[ 17,9065
3(3.0) \|/ x 4,9542 [ 5 (3:2) 7 ] 18,1249
3(2:0) Y | 12,7500 | 6 (3:3) T 18,1946
4(2:2) v ] 13,7432 | 4 (2:2) \ .\ 30,0445
2 (1:1) | : | 15,0272 | 5 (3:2) \[/ O\ 30,8029
3(2:1) [ : | 16,0260 | 6 (3:3) \[/ O\l 44,4410
4 (3:1) T 16,6099

3 METOI0 OTPUMAHHSA 1HTErPAJbHOT OIIHKY IM1IBUIIEHHS 1H(GOpMaIIHOT 1 (HyHKITI-
OHaJILHOT O€3MeKH B poOOTi OYJI0 YIOCKOHAJICHO MeTO/ OLIHKH CTAHY CUCTEM 3aXHCTy
0e311poB0A0BOI iH(PPACTPYKTYPH Bil BIUVIUBY TEXHOICHHHUX TA AHTPOIOICHHHUX 3a-
rpo3. Binomo, 1mo Oynb-sika 3arpo3a XapakTepu3yeThCsl HAOOPOM XapakTepucTuk. Bpa-
XOBYIOUH, IO BUCHOBKHM €KCHEPTIB OyAyTh KOPEIIOBAaTUCA Yepe3 CyO €KTHUBHICTb, a
OIiHKM 1H(dOopMaIiiHOT 1 PYHKIIIOHAIBHOI Oe3neku OyAyTh B3a€MOIIOB’sI3aHi, BUSHAUH-
MO (DYHKIIIIO [UX XapaKTePUCTHK Bijl XapaKTEPUCTHKU eKcrepTa. [Uis Hboro BUKOPHC-
TAEMO HOPMOBAHY XapakTePUCTHKY S* 1 OJJHOYACHO PO3IIISIHEMO CY0’€KTHBHI OLIHKH
iH(popMaIiiHOol Ta GYHKIIOHAIBLHOI OE3MEKH I-1 XapaKTePUCTUKH:

[/Vi = f w (xl)'
(19)
_ - WG = fe(x);
ne fw 1 fe — pynkuii indopmariiitHoi Ta GyHKIIOHATEHOT O€3MeKH BiJ Cy0’ €KTUBHOT OITi-
HKH OKPEMOT0 eKcIiepTa Xi.
3arapHa GopMyIia 111 MOHOTOHHOI fyw 1 HeneBHOI ¢yHKIT fg MaTume BUTIIS:

1yn
f =S N W) G (xy), (20)
ne W(X;) — HopmoBaHuii kKoe(illi€HT BArOMOCTi Cy0’ €KTHBHOI OIL[IHKM Bij 3HAYEHHS Ia-
paMeTpy X;:

* _ fW(xi)
W(x) = max[fyy (xp)] (21)
a G"(Xi) — HopMoBaHe GanbHe 3HaYeHHS (DYHKIIIT:
GZ
G*(x;) = = (22)

I[Tpomixai 3HaueHHs QyHkii G (X;) BU3HAYAOTHCS SK IHTErPaIbHi XapaKTEPUCTUKHY:

F = fpin fa(x)dx,

Lmax f min fG(x)dx

1e X" 1 X" — mo4aToK i KiHeIb 1HTepBaJ1y 3HA4Y€Hb 11 3aJaHO1 XapaKTEPUCTUKH, sKa
icHye 1 HeTmepepBHa Ha TPOMDKKY Bif Xi™" 10 X"

3BaXkarouu, 110 B NPUBECHOMY BUIIAJIKY HeO6X1I[HO OmnepyBaTH pe3yJibTaTaMU €K-
CIIEPTHOI OI[IHKH, BU3HAYMMO 1HTEPBAIM 3HAYCHB IS BCIX XapaKTEPUCTUK (MlHlMaJIBHe
1 MakCUMasbHe 3HaquH;{) a TAaKOX CEPEIHE 3HAUCHHS (sike He 00OB’SI3KOBO OYyJIE CITIB-
najaTv 3 CEPEeHIM apuPMETUIHUM MIHIMAIHHOTO 1 MAaKCUMAJILHOTO 3HAYEeHB). B 3Hali-

(23)
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JICHUX 1HTepBajaxX eKCIepTaMy MaroTh OyTH BU3HA4YeHI OanbHI 3HAYEHHs KOXKHOI Xapa-
krepuctuku G; Ta moOymoBani rpadiku G; = fg(X;):

Gy = fe(x),x =x]

min ,.C€P _.max

Gy = fo(x),x =x3"" x, ", x3 (24)

Cep _ max
’xl 'x]_

Gy = fo(x),x = xpim, x P, xpax

BaromicTs ()yHKIIOHAIBHOI OS3IICKH BH3HAYAEMO METOJOM PO3CTaHOBKH npiopn—
TETIB. 3TiJHO 3 HUM MPIOPUTETH XapaKTEPUCTHK BU3HAYA€ CKCICPTHA TPYIIA, Ui KO
PO3paXOBYEThCA Koe(buneHT koHkoppaiii Kennana. [{ns po3noaiieHux cuctem 06e3mnpo-
BOJIOTO 3B’A3KY B1H CTAHOBUTD Wy03m00. cucm. pyx. 56y = 0,67

3BaXkalouu Ha Te, 0 HOPMOBAHHWI CTyneHb 3a0€3MEUYEHHS] CHUCTEM 3aXHCTy Mae
oyt S° <1, MoIH(biKOBaHHIT METO OLIHKU CTaHy CHCTEM 3aXHCTy Oe3lMpOBOIOBOI iH-
(pacTpyKTypH Bil BIUIMBY TEXHOICHHHX Ta aHTPOIIOICHHHX 3arpo3 J03BOIUTE OTPUMY-
BATH HOPMOBAHy OLIIHKY CTaHy 3a0e3rneueHHs O0e3neku sl Oyap-IKUX cucTeM Oe3npo-
BOJIOTO 3B’SI3Ky Ta MPOBOJMTH MOPIBHAJIBHUMN aHAJI3 TAaKUX CHCTEM 3 PI3HUM HAaOOpOM
(aste He MmeHIe 3) xapakTepucTuk. Lle, K HACHIAOK, 003601umb NUIAXOM BpPaXyBaHHS
iHhopMmariifHOl Ta (YHKIIOHAIBHOI OE3MEKH KOXKHOI 3 XapaKTEPUCTHK 3dbesneuumu
MiABUIICHHS JOCTOBIPHOCTI OI[IHKHA CTAHY CHCTEM 3aXHUCTy O€3MPOBOJOBHX MEPEK.

B TperboMy po3aiii NpuBEIEHO EKCIEPUMEHTAIBHY NMEPEBIPKY 3alIPONOHOBAHUX
METO/IIB, a caMe:

1) I[OCJIiII)KCHO Kinekicte nommnok, 10°%/c
B3a€MHUN BIUIMB O€3- 10
IIPOBO/IOBUX MEPEX Ha
3a0e3nedeHHs iX QyH-
KI[IOHAJILHOT Oe3IeKu
Ta OKUBydocTi. Pe-

3yJIbTaTH n'epe1.3.ip1<1/1 0 0.5 1 15 2 2.5 Uac, XB.
€JICKTPOMArHITHOI Cy- : o
micHocti Mepex IEEE Puc. 9. EnexrpomartiTHa CyMICHICTb
Moaano Ha puc. 9; mepex [EEE 802.111802.15.1

2) MOCIiPKEHO B3a€MHHI BIUTMB OC3MPOBOJOBUX MEPEK 3 BUKOPHCTAHHIM Cydac-
HUX CIEKTpoaHali3aTopiB Ha 0a3i MikpokoHTpoJsiepa CC2500, mikpo3dipok MD7105-
SY 1 CYWUSB6935. Po3po6ieHe 1 BAOCKOHAJIEHe TporpaMHe 1 anapaTHe 3a0e3nedeH-
HS1 JUTSl Cy4acHUX CIIEKTPOAHaII3aToOPiB;

3) mpoBeIeHO MOHITOPUHT BUILHUX KaHAIB MepeiaBaHHs JaHUX B 0€3MPOBOIOBUX
Mepexax. 3 i€l METO B poOOTI po3po0sieHe BIAMOBIIHE MPOTPaMHE 3a0€3MECUCHHS;

4) MOCIIDKEHO 3axXHINEHICTh OE3MPOBOJOBUX MEPEXK, B SKHUX 3aCTOCOBYIOTHCS
MIPUCKOPIOIOY1 JTIH3U. 3 I1€}0 METOI0 B POOOTI MPOBEIEHO EKCIIEPUMEHTAIBHE IMiITBEP-
JOKEHHST SIKOCT1 JIi TIPUCKOPIOIOYOI0 JIH3M JUIsl 4aCTOTHOTO miama3ony 2,4-2,5 I'T.
BBeneHo noka3HUK BIAHOLIECHHS] CyMH curHaiy S 1 mymy N 10 mymy:

S+N

SNNR = 101g=-= = 101g(SNR + 1); (25)

5) mpoBe/icHO TIePEBIPKY KOHCTPYKTUBHUX 1 MOJISPHU3ALIAHMAX BJIACTHBOCTEH Oarartorl-
POMEHEBUX JIIH30BUX CHCTEM Ha LUTICHICT 1H(OpMaIlii Ta ii JoCTynHICTh. Pe3ynpTaT nepe-
BIPKH MMOJIaHO BiAMOBIIHO HA puc. 10 Ta puc. 11.
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Puc. 11. BinHOmeHHS KUTbKOCTI MOMUJIOK /10 TPOITYCKHOI 3/1aTHOCTI

BUCHOBKU

PesynbraToM BHUKOHAHOI poOOTH € BUPILICHHS aKTYyalbHOI 1 BaXIMBOI HAayKOBO-
MIPUKJIAJIHOI 3a]1aul pO3pOOKHU METOMAIB 3a0e3neueHHs 1H(OpMalIiitHOI 1 cpyHKuloHanLHm
Oesmexn 0e3npoBOLOBOI iHPACTPYKTYPU HA OCHOBI allapaTHOrO PO3ALICHHS aOOHCH-
TiB, 110 COPUSITUME MIABUIICHHIO PIBHS 3aXUIIEHOCTI 0€3MPOBOAOBOI IHPPACTPYKTYpHU
B1J1 3arpo3 Oe3mnell pi3HOMaHITHOTO XapakTepy.

VY mporieci BUKOHaHHS AUCEPTaIIHOI pOOOTH OTPUMAHO TaKl OCHOBHI pe3yJIbTaTH:

1. Po3po6iieno MeTo MOaU(pIKOBaHOI MPSIMOKYTHOI KBaJIpaTypHOI aMILTITYIHOI MO-
TYJSILIL 1Sl 3SMEHILIEHHS B3aEMHOT'O BIUIUBY O€3MPOBOJOBUX MEPEXK, 10 3a0€3MeUnsIo Mmij-
BUIIICHHS MaKCUMAJIbHOT TEOPETUYHOI IPOCTOPOBOI PO3B’SI3KH CYCIIHIX Cy3ip’iB Ha 4,5%.

2. Po3pobneno meton migBumieHHS (yHKIIOHATBHOI Oe3meKu 6e3npOBoz[0Bo'1' 1H-
(bpaCprKTypH [0 3a0e3MeYnsIo 30UIBIICHHS MIOTYKHOCTI CICKTPOMArHITHOI XBUII B
Toulli npuiomy 1o 7 nbmBT, a mponyckHoi 31aTHOCTI — 710 4%.

3. YI0CKOHAJIEHO METOJ aIallTUBHOIO Hm6opy BUIbHUX KaHAJIB IMEpe/aBaHHs JaHUX B
6e3np0130z[013y1x Mepexax 3 BUKOPUCTaHHSIM aHAJIi3aTOpIB CIIEKTPY, 110 3a0€3MEeUrI0 3pOCTaH-
HS1 CTIMKOCTI Ta 1H(OpMaIIHHOT Oe3MeKr Oe3MPOBOAOBUX CUCTEM 10 KIOEPHETHYHOTO BILIUBY.

4. Y10CKOHAJIEHO METO]I OIlIHKM CTaHy CHCTEM 3aXHUCTy Oe3MpoBOJIOBOI 1H(pa-
CTPYKTYPH BiJ] BIUTUBY TEXHOTEHHUX Ta aHTPOTIOTEHHUX 3arpo3, IO 3a0e3MeunsIo Imij-
BUIIICHHS JOCTOBIPHOCT1 OLIIHKU CTaHy CHCTEM 3aXHCTY 0€3MPOBOJIOBUX MEpEXK 13 3Ha-
YeHHSM KoedirieHTa I(OHI(OpI[aHII ekcriepTiB He HIKYe 0,67.

5. Po3po6uieHo Mikponporpamu JUlst aHal3aTopiB CIEKTpy Ha Oasi Pololu Wixel Ta
CKCIICPUMCHTAIIbHI MaKCTH [UIsl aHali3y CIEKTPY Ta MOHITOPHHIY: Ha 0a3i nmpuiiMadis
D-Link DIR-300, D-Link DIR-320, mikpocxemu RaLink RT2860 ta anamizaropy make-
tiB Aircrack-ng 1.0; Ha 6a3i mepemaBaua Asus RT-N16, npuitmaua Wifly-city 1DU-
2850UG-G2000 ta anamizaropa crnektpy Ubiquiti AirView2; na 6a3i nepenaBauya Asus
RT-N16, npuitmaua Atheros AR9287 Tta anamizatopie criektpy Popolu Wixel; na 6asi
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nepeaaBada TP-LINK TL-WR340G, mpuiimaua Linksys WUSB54G Ta anamizatopa
cuektpy NetStumbler 0.4.0.

6. Po3poGiieno mporpamHi J0JATKU sl HOPIBHSHHS JI@HUX 3 aHANi3aToOPiB CIICKT-
py 1 JUIsl CHCTEMH MOHITOPUHI'Y aHaJli3aTOPIB.

Pesynbratn eKCHCpI/IMCHTlB BIIPOBA/UKCHO y HABYAIBHUI MPOLEC YKPATHCBKHX Ta
IHO3EMHHX 3aKJIa/liB BULLOI OCBITH, B TOMY YHCIi PO3rOPHYTO YOTHPH BipTyaslbHi IUIaT-
dopmu «HavanpHuUil KiOEpIoOMron» sl BiAIpalOBaHHS MeXaHi3MiB Oesneku. Takum
YHHOM, 3allPOMIOHOBaHI METOJIM 1 OTPUMaHi pe3yabTaTH iX €KCIIEPUMEHTAIBLHOTO ITiJIT-
BEPKCHHS JI03BOJIAIOTH 3abe3neunTr iHGOpMAIiiHY 1 (QYHKITIOHAIBHY O€3MeKy 0e3-
IPOBOIOBOT iH(DPACTPYKTYpH, OTPUMATH e(beKTI/IBHy 06e31pOBOJIOBY MEpExKy Ta 3a0es-
NICYUTH BHPIIICHHS MPOOJIEMH «OCTaHHBOT MIITI» TSI a0OHEHTIB 31 CKJIaJIHUM PO3TaIly-
BaHHSIM.

VY cBOili CyKymTHOCTI OTpUMaHi B poOOTI HAYKOBI pe3ybTaTH YTBOPIOIOTh HOBY 1H-
bopmariitny mexnonozito niosuwenHs iHpopmayilinoi ma @QYHKYIOHATbHOI Oe3neKu
0e3npoB8000BUX Mepedic nepedasanHs OaHUX.
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HaAyKOBa Ipallsd Ha MpaBax PyKOIIUCY.

Huceprariiiss Ha 3100yTTs HAYKOBOTO CTYINEHS KaHIUAAaTa TEXHIYHUX HAyK 3a CIie-
mianbHicTIO 05.13.06 «IHopmartiiini TexHOo0T1». [HCTUTYT TelekoMyHIKallii 1 riaoba-
nbHOTO iH(popMariiinoro mpocropy HAH Yxkpainu, Kuis, 2019.

Auceprarisi poOoTa MPHCBAYCHA BHPINICHHIO aKTyalibHOI HAYKOBO-HPAKTHYHOL
npo0iemMu po3poOKK METOAIB 3abe3nedeHHs 1HPopMaliiHO1 1 PyHKIIIOHAIBHOI Oe31eKu
06e31poBOI0BOI 1H(1)paCprKTypH Ha OCHOBI aIlapaTHOrO PO3ILICHHs aOOHCHTIB JUIS M-
BUIIICHHSI PiBHA ii 3aXUIIIEHOCTI BiJ 3arpo3 Oe3merli pi3HOMaHITHOTO XapaKTepy, 110 Io-
JSTAlOTh Y pO3pOOJIEHUX TEOPETUYHUX OCHOBAX, METOJAX, MOJENSIX Ta 3aco0ax 3a0e3-
neYeHHs HaAiitHO1 poOOTH OE3MPOBOIOBUX CHUCTEM Ta MEPEK.
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Y poboTi 3ampomoHOBaHO METOAM MOAM(]PIKOBAHOI MPSMOKYTHOI KBaJIpaTypHOI
aMILTITYHOI MOZYISLii JUisi 3MCHILICHHS B3a€MHOTO BILIMBY OE3IPOBOJJOBHX MEPEXK,
aJIalTUBHOTO MIA00PY BUIBHUX KaHAIIB IEPEAaBaHHs JaHUX B OC3IPOBOLOBIX MEPexKax
3 BUKOPHCTaHHAM AHAIT3aTOPIB CIIEKTPY, ITiJABUIICHHS beHKHIOHaJ'IBHOI oe3neku 6e3-
POBOZOBOI iH(PPACTPYKTYPH 1 KOMILICKCHOI OLIIHKU CTaHy CHCTEM i 3aXHMCTY Bij BILIK-
By TEXHOT€HHUX Ta aHTPOIOTCHHHUX. HpOBeneHo CKCHepI/IMeHTaJ'IBHl JOCTIKEHHS CY-
JaCHOTO CTaHy Oe3MpOBOJIOBUX TEXHOJIOTIH, B3aEMHHI BIUTMB OE3MPOBOIOBUX MEPEXK,
e(EeKTUBHOCTI MIHIATIOPHUX aHaJI3aTOPIB CIEKTPY Ta POOOTOCIPOMOKHOCTI MPHUCKO-
PIOIOYOI JIH3M /1711 0araToOIpOMEHEBUX CHCTEM, a TAKOX 11 3aTEMHEHHSI 1 TIOJIAPU3AIIiiH1
BJIacTUBOCTI. P0o3po06iieHi HOBI MOJel aHamI3aToOpiB CHEKTPY, CHCTEMa MOHITOPHHTY
BUTPHUX KaHAJB, IPUCKOPIOIOYA JIIH30Ba aHTEHA IS 6araT0Hp0MeHeBHX CUCTEM.

Kuio4oBi cj10Ba: 0e3npoBoosa 1anpaCprI<Typa IHTEpHET pevcii, CUTHaIBHE Cy-
31p’sl, CNICKTPOMArHITHA CYMICHICTb, aJalliTHBHUIL MIA0IP KaHAIIB, aHANII3aTOp CIICKIPY,
HAJAHICTb, JOCTYIHICTh, LIMCHICTh, C(EKTHBHICTH, MPHCKOPIOIOYA JIiH3a, MONIpU3a-
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ABSTRACT

Sokolov V. Yu. Methods and Means of Enhancing Information and Function-
al Security of Wireless Data Networks. — Manuscript.
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The dissertation is devoted to the actual scientific and practical problem of devel-
oping methods for guaranteeing the reliability and functional safety of wireless infra-
structure on based on hardware division of subscribers to increase its level of protection
against security threats of diverse nature consisting of the developed theoretical founda-
tions, methods, models and means of reliable wireless systems and networks.

The dissertation proposes methods of modified rectangular quadrature amplitude
modulation to reduce the mutual influence of wireless networks, adaptive selection of
free transmission channels in wireless networks using spectrum analyzers, increase of
functional security in wireless infrastructure and a comprehensive assessment of the
state of its protection systems against the anthropogenic effects. Experimental studies of
the current state of wireless technologies, the mutual influence of wireless networks, the
efficiency of miniature spectrum analyzers and the efficiency of the accelerating lens for
multiprocessing systems, as well as its dimming and polarization properties have been
carried out. New models of spectrum analyzers, free channel monitoring system, accel-
erating lens antenna for multiprocessing systems have been developed.

Keywords: wireless infrastructure, internet of things, constellation diagram, elec-
tromagnetic compatibility, adaptive channel selection, spectrum analyzer, reliability,
availability, integrity, efficiency, accelerating lens, polarization, bandwidth, informa-
tional security, functional security.
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