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SokolovV. Yu. Methods and Means of Enhancing Information and Functional

Security of Wireless Data Networksi Manuscript.

The dissertation for the degree of a candidétiechnical sciences on the spdty
05.13.06A 1 nf or mat i on technol ogi es. 0 | nsti
Information Space of the National Academy of Sciences of Ukraine, Kyiv, 2019.

The dissertation is devoted to the actual sdientind pradcal problem of
developing methods for guaranteeing the reliability and functional safety of wirele:
infrastructure on based on hardware division of subscribers to increase its level
protection against security threats of diverse nature consistintheofdeveloped
theoretical foundations, methods, models and means of reliable wireless systems
networks.

The dissertation proposes methods of medifrectangular quadrature antydie
modulation to reduce the mutual influence of wireless networks, isdag@lection of
free transmission channels in wireless networks using spectrum analyzers, increas
functional security in wireless infrastructure and a comprehensive assessment of the
of its protection systems against the anthropogenic effégfserimental studies of the
current state of wirelessechnologies, the mutual infimce of wireless networks, the
efficiency of miniature spectrum analyzers and the efficiency of the accelerating lens
multiprocessg systems, as well as its dimmg ard polarization properties have been
carried out. New models of spectrum analyzers, free channel monitoring syste
acceleating lens antenna for multipressing systems have been developed.

The dissertation was carried out within the framework of reseavork
ADevel opment of methods and measures
and communication symms in the conditions of cyleet t ack o ( Ukr a
i nternational BTH study program #9052
Swedii I nstitute Study Scholarshipso sp
(Sweden).

Using weltknown information security practices outlined in BSI, PCI DSS, ISSAF
PTES, OSSTMM, OWASP, NIST SP 804a5, and ISO 17799 international standards,

penetratio testing has been conducted for wireless networks built on the methods offe
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in the work. Also, based on international standards, the analysis of existing threats

attacks on wireless technologies (transmitter, receiver and medium). As a reselt of
analysis, wireless attack trees were built and criteria for threats in wireless technolog
were determined, and vulnerabilities in wireless networks were also assessed.

The information bandwidth of the wireless channel was calculated by the methc
of information theory, namely the modified Shan+dartley theorem.

The methods of information security theory have been applied to construct atte
trees.

The methods of national security theory have made it possible to estimate
likelihood of denial of srvice, the expected damage, and the state of wireless secur
systems.

Probability theory assessed the adequacy of the expert team, as well as
coefficients of concordance and Student's data when processing the experimental da

Zero-midrange signaheory uses the signals at different frequencies to obtain sign.
values at rapid frequencies with the help of rapid Fourier transform. Sigraiquessing
was performed using Walsh functions using methods of the theory of functions of a r
variable.

The methods of electronic theory of light dispersion have made it possible
calculate the Fresnel zones for lens antenna systems.

The Voronoi diagrams for distributed roaming multiple access wireless networl
were constructed using set theory methods.

The modeling of the PetiMarkov network was based on the methods of Petri ne
theory.

Methods of systems theory and system analysis were used to construct model
Azombi eo0 and 0 bl-costlanalysis was perférrued sepdrately ot the
subsystenof portable spectrum analyzers.

The concept of comparison of models of construction of wireless networks
developed, the spectra of signals in wireless networks are analyzed, the technolog
construction of wireless networks is investigated, the esehetwork with orthogonal

frequency division of channels is modeled.
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Improved approaches to wireless security with the objective of wireless secur

monitoring and wireless security technology.

The method of modified rectangular quadrature amplitudeurattdn is developed
to reduce the mutual influence of wireless networks.

The method of adaptive selection of free data channels in wireless networks us
spectrum analyzers is developed.

A method for enhancing the functional security of wireless infuagire using
accelerating lenses (including polarization properties) has been developed.

A method for assessing the status of wireless infrastructure protection systems ft
the impact of marmade and anthropogenic threats is developed.

The influence of wieless networks on their functional security and survivability
(using spectrum analyzers) has been investigated.

The technology of monitoring of free data channels in wireless networks and t
technology of increasing the security of wireless networkggustcelerating lenses and
its polarization properties are investigated.

A C programmatic firmware for the Pololu Wixeased spectrum analyzer has been
developed.

A software application based on the Open Flash Chart library has been develope
compare th collected data from CYW6935 miniature spectrum analyzersjéféctor,

Tl eZ4306RF2500, Ubiquiti AirView2, Metageek \Aspy 2.4x and Pololu Wixel.

Experimental layout of spectrum analyzer on TI CC2500+PA+LNA radio module
Arduino Nano controllers and OLESSD1306 display and software in C programming
language have been developed.

Experimental models for spectrum analysis and monitoring have been develop
based on the hink DIR-320 receiver and the-Dink DIR-300 receiver; receiver based
on RaLink RT2860chip and Aircrackng package analyzer; based on AsusNRb
transmitter, Wiflycity IDU-2850UGG2000 receiver and Ubiquiti AirView2 spectrum
analyzer; based on Asus R16 transmitter, Atheros AR9287 receiver and Popolu Wixel
spectrum analyzers; based dhe TRLINK TL-WR340G transmitter, Linksys

WUSBS54G receiver, and NetStumbler spectrum analyzer.
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A software layout for a Spark Analyzer Spectrum Monitoring System was develop

in Python programming language for a singt&ard Raspberry Pi computer.

According to the results of the study, we proposed a method of modified rectangu
guadrature amplitude modulation to reduce the interference of wireless networks,
introduction of which due to the modification of the amplitydiese constellation of
signalsallowed: to improve electromagnetic compatibility of wireless access points al
from or to; ensurethat the maximum theoretical spatial solution of the neighboring
constellations is increased by 4.5%.

A method of enhancing the functional security of wisslanfrastructure was
developed. The introduction of this method through the adaptation of the accelerator |
design to multipath systems and taking into account the influence of their polarizati
properties on the integrity of information and its asdabty allowed to: align the
antenna systems of the transmitter and receiver with polarization and; to provide
increase in the power of the electromagnetic watve point of reception todBmW,
and throughput is up to 4%.

The method of adaptive Ieetion of free data channels in wireless networks was
further developed, the introduction of which, by adding separately located spectri
analyzers to the existing wireless network, allowed: to receive prompt information abc
the state of wireless broaakting; detect, in real time, interferences and tpady
cybernetic influences and, unlike existing ones; to ensure the increased stability
information security of wireless systems to such an impact.

The method of estimation of the state of wirele$sastructure protection systems
from the influence of technogenic and anthropogenic threats is improved in the work
lower than 0.67.

The above methods confirm that there is a potential for further development
theoretical and practical methods amddels of providing information and functional
security in wireless networks based on hardware subscribers separation.

The results of the dissertation research were implemented in the educational pro

of two higher educational institutions of Ukraine, in the international projec
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ENGENSEC, during the deployment of f ol

in thepractical activity of four private enterprises.

Keywords: wireless infrastructure, internet of things, constellation diagram
electromagnetic compatibility, adaptive channel selection, spectrum analyzer, reliabili
availability, integrity, efficiency, ecelerating lens, polarization, bandwidth,

informational security, functional security.
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C12,C13 100 f Ctsdzn § dzMOlg 2
Ci14, C17 12 f CtsdzH § dzM O Ig 2
C15 10 dz Ctsdzn § dzMOlg 1
C18, C19 22 f Ctsdzn § dzMOIg 2
J1 ISP 6-C tsdzls OC Is dzd 2 1
J2 uUsB USBtetsL 6 ° o3 1
J3 SMA SMA-L 6 Hdglz o 1
L2, L1 10 &3¢ "dzH 2C Isd o dz 2
R1 47 ¢ tejL dMmlsstg 1
R2 1 €[ L dmMsts 1
R3 390 tejLdMmMissts 1
R4, R5 10€ [ o3 tejLdMmMissts 2
T1 HHM1521 | Istc O dzip W S tc d3O s 1
Ul ATmega48 ATmega48 TQFP 1
u2 CC2500 CC2500 ItO 1
u3 CP2102 USBUART ¢ tsdzl 1
Y1 8 [ 1Y CoOtey 1
Y2 27 [ CoOtey 1




134
16 Hdzs MAj B, BeGo jisjdzts s B dgBistc ¢ ig if O 6
(teBfy.7 0) .

tdm. 3.7. 1tkCtso0dzO f &zOSO 0OdzOdz' L Ols
O ftetsjCls o ctOW " iy dgEst O O%klsBtc 'dzOHEs Iz € |
oTodlstcOo dzj dzO f dzOIs O

10 W@Bdfif.B ftosHj BsdMistcso Odes s j R Of *
9 d¢ 8@Odz0 M¢ dzisls j ¢ MissdBdis "  tistsodigie tdMdgif QLIS G | 7
CGslsso O HhzW dBsdelslzo Odzdzy 3] dzpd3j dels” o, f s5H OCcC
1" dzv Bsdzls O 2§ dzj d3d dzldf"teots G e O d3@ st s @3S @ |
tcdB.8) ftoeso jHjBS ftoesctcORBz Odada]. 3" Ctets € t

tdm. 3.8. 1BetOBRBOIstste HdzZY AVR

10 tedfm. 3.9 HOMs LOfktsctcOdRso Odzz H
Chipcon CC2500 fmcodz MmMiss ctslssalz HEB L OMl
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tdf. 3.9. lesksksdf OdOd V®sELO i
O ' L L Bsdzlstseo Odzd dicp Mmilsddjdesjoddlsi Q] ;0 B 1St
oilL TwdfOwdadds 4 CteOdetsdy

tiLkzd 5Od ttsetlsd OdkOd L OL&BWO MY jCist

2300 2030 260 m 23 2 2a10 262 2430 2030
a B

1 %
0 100
110 "o
2 120
2600 2410 %20 249 250 2450 mn 2080

200 250 2460 = Py 200 a2 210 P
6 r

tdf). 3.10. 6O L MfjClttk, ©lstddsc
OBjL odSttedMmlsOdzdzy Odzlsj dzd *
BiLodSCstedMisOdzdgy 5 § S tcOdzz, Odzy B

oTL odS¢BtdMmilsOdzdey d3 Odzls j dzad, Odzj

GIL odSstedMmMlsOdzdzy B3 Odzlsj dzed *

(v ) Od L Oy fj SOdelalr’ L Olstsic® ddgad @H ' 15 t
B € to s IMD71@555Y, A710508 ts ' 7 dz( te @Bdg0).dzts ¢
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fdfm. 3.11. jGods h dF WOVEOESYH S H & dov

ltetsyifm odeblssodzj dzdzgv HickGC 59 Odzts i dzO
L a3 dzj dets ' 3R Odets dzO tod fyy.

t dfm. . (eGS0 OdzO 1 zOlsAD7EES ' L Ols
OiftetsjCls o GtOW" Ny dglc Ow jiii GBS Bz 1 t

r dzw tej Odz" L Oy' OdzOdz' L Olsste® MY j Clstek
9ditdmMlsOdzts d3 CtesL B ez Cypr 8sd 3 CYWA
ftoddzydf se bk M2 HBlric) &' & 06 thdizf & Bjl4kls * s fc?O @zlz
Bsdzs Oy dz' 2 § &zO' {§ jtei ' Hdzd €.

MMMMM

11111111

SSSSS

LPT-nopr CYWM6935

CYWM6935
VD1 VD2 VD3

Jl
—t ] e ]

tdm. 3.13. [djShktedyud® ftoddydftss O Mmajd
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v OB dzd yvw
gt dMtsC j dzj € Istcts dzdzd - -O2®OdiA| t5 @R Jsdzlc'Oo dzbDts d3s S &

1 5L dOy ) d&2Oyd| [fdf s dz* €
R1i R4 10 ¢(tjLdm 1
R5/ R8 15 CltejLdf 4
VD1i VD3 1IN4001[ H ' s H 3

S _VA 3 Z 1 ooty
uhmluuhmlun'nulunuulun‘lmlun

|||||1||

9
|||||||m

L

I

tdm. 3.14. 3 tods " dzO00lx] € @B Ot B g
2O dBsHEZEZ' CYWUSB6935

lted Lydlsikze Odzde’ -f 82O @ W HBEtcd d3QARST H O dzdz’
(yomlsddz0 # ©0CjIs' @ L ' 9adegj &3 RSSI ) :
frame:[0,0,1,1,0,0,2,1,0,2,0,0,4,31,30,29,0,0,0,0,0,3,0,0,0,0,0,0,0,0,0,0,1,1,0,0,0,1,0,.

0,0,0,0,0,0,1,0,0,2,0,0,0,2,0,0,0,1,0,4,5,1,1,0,0,2,1,0,1,1,1,0,0,0,0,3,2,1,0,0,0,0,:

1] " fpdzv LBtttz HOd- SGlstedB3Odets toj L Zdz' Isk
tc d 8)15.

Signal, dBm

22222222222222222222222222222222222222222222222222222222222222222222

Frequency, MHz

tdfm. 3.15. t(jLEzd O OdzOd Lk HOd
ZO BsHEd CYWUSB6935



138

stsdemstezC y' ' v O i gl kls ©d Hz0 dzj ) dizB e tc ¥izjs
wed?2 dzgj yofplsts L kmlste® yo' Is' mMw o MmMkzyoOMmdad A
¥ o dzj dedz . dlf OGHAdets BOfrpls sfso 2 o O diftsde Is § difotsih] o
" HGCdzt yjdeddzsd Istc! sdzZO H' SHOM HdzW L ded ) 4§ C

lteddzydftsok Maj 3z OdzOdz' L Olsst80O 1 Bt j §f ldnt
B CtecCtdzlstetsdzj 6 dBBO* o MmMtB' ofmMd dzjtsBR’
Zotwd 13, BeWjt §OBOwE" ° ftod?2 AU, H Sedfy ju
USBC OB jdz2 HBs oadmatsH'  ® 15 * 16 o CtetsC tsdzk
W' dz stcOy' '] dDifmckzeezBs80dsects MisOB ' dz' L Ols

0] RE:

il
RBD

'__Y_—l% 18F2550 [0

[ =Yl 0sc2| WSS
'J_,__ RCT

3 2?
SEEEE

e
o

5B

lm
tdfm. 3.16. [djChtedydO (Hsddega fiis O WyS B

v OC Iskzo Odzda” B Ctosltdstesdzj @ L H' 2 Mdzs
20f 1Yy L HoBMBO dzOo Odzls Oy k9o Odza dzd dBdlzlz Sisdzit pak
B St cdstesdzj @ H' dzdls! ftd y! sz OCI
yomlis tflsidy , 4 BVEELHQ odStstcdmistso zo Olsd mw H dzw
yomkstsisd, hs Oy 'y. dd j y&Ghiodssles dz04 8 0C Is s
ftcOys ¥ Is USB " daelsjteW j2f ° Qltgs. 1 hE€dzink
odoatsHE 1 i CtocCtdstesdzj 6O, W)Y HEEWEgEMESH e

rdodzj dzdzv MCOdzj 6 wlsted Bz o' H ' dzlsj oW
dzj L dz2Oyded 2 fMmlstelzds. [ dzwv Yy do dzj dadz? tcOH ' thd3ts
1 0fckclz ff O tcwdgtyzdzO3 ,Istcd ZOIs,d @ ¢ der P ddodzdd 5

3.0B
VD1 VD2 VD3

[ ¢s
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BH' BHO IOtk (0AD4 0 sy desdsz H " tSH' f QlH)" .dzdzA
LodyuoO2dats 3, dzO2ftesmls" hd2 * HJhjod2, Oc
CYWUSB6935 ®BO' dO o9RBHOR LOAdMmde H'
Bsy d20 o d ¢ 5t dofifddi” oldAoe0 Is ddztsbhe * § dg' dzlsfipdcdag@®®R] d
fsmdz Hsedz tojLdMmlssted HdzW B dj Y ddv fls
tcjLdMmMlssted € [R skpig] 8z 8 ¢ tsitf sdzj dzl8.3.0 {f to

v OB dzd yvw
s dmMsC Jjdzj CSIstetsdzdzd ~n-OzB® 2l s Qkls tels Oo dz@ts RS RH

151 &zOyj dz 1 dz0yj dzdz {fdMm s’ odz ¢
C1,C2 15 CtsdzH | dzM Ols st 2
C3 220 |[CtdzH § dzM O s ts 1
C4 100 [CtsdeH j dzMOIststs 1
c5 100 (SCtdzH ) dzMOste 1
J1 ISP|6C sdzsOCIsdzd 2 L 0 H 1
J2 USB | USBtetsL 6 ° o3 1
J3 ISP|10C sdzlsOS Isdzgd 2 L 6 ° H 1
R1 10 CtjLdmbstts 1
R2i R5 3,3 |[jLdMmbtt 4
U1 PIC18F2550/SP | &' C tots ¢ tsdzls te ts dzj to 1
VD1iVD3 1N4001| H ' tSH 3
Y1 20 [|C9 0Ly 1

v O¢ w Q mMnd O dzd dZOHIsts ME dzOH dzts &

ZO2ftesfls hd2 hdwrn: dOSLTS)d&ZO fd0OIsfo H SHd*ay
o dCtedMs0O’ & MY jy' Oditedsd D O ALGY ' dztso d 3

fedmlst
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YjtjL fescBOBBY s Qiasy. t OBk &s  dl/SPis 56

1 ,_};

tdf. 3.18. ltsctO®ze Odzdz" &' € o

3.22.) stc' 9 dgv dz' dzd 2  OHOdEOIEH® dg'lz BB EHAd— o f oS G
LOBJ L Y Jyd dedaw

l oGt OO O dzO dd ow-OdstBedrunfythlyzEr(kASK)T y J -3 2s dzd
HSHOIstsS Hdzw Ju Windows XP (dzg oddOc0O
ftslstc’ Bdzs o MisOdztso qMode VPN bk ldizggdgigK P tcistc C
l1jtejH Hjtwhdd oadStstcdmlsOdadzy a3 1 7, dzj 5B A " |
OHOfIsjtcO GikoM2abs@BP2102. 1" Mmdzw " HEC dz¥ yj dz
oMlsOdzso dzj dedzv HCO2 9 j O Izt e G BzAzE0 8z] © OR @Ak L
HOdzd~ ° ©® i dd 6 Odz eatscOyf Oy Gz MH Ji dgusdefip

0 C zWiewd sfilskf dz 15OC' WkdCy' ' klstd 0 dad®
Wsd o (yYSkdscs Os RotisgOfitne's) ¥ & dz0y 'o'S dzOdzmy |
OB &z sknd ' yOmksisd.

lted totsBBIs' L o ‘-ffiadstdrlORizk dzdgdzy J COWdzd € dzlz |
fslstc" Bdgs L OHOo Olsd otkzydzz desdzj tc ff stelslz ¢
REGEDIT4
[HKEY_LOCAL_MACHINE\HARDWARE\DEVICEMAP\SERIALCOMM]
"\\device\slabser0"="CON0"

| O UdpbtetsH | B dzils tet8dDdzj @O ted .
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~lolx|
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-20
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| " -50

-60

i - -70

uuuuu QK I 90

LMVNW\AN\\ NNV\MJ«A—_SO

1 -100

-110

-120

2400 2410 2420 2430 2440 2450 2460 2470 2480

Ready UM

t t
tdfp. 3.19. JgdEsSAadzs ¥ kdCy

ldSstedmistse ¥ yd MisdlsightONcjstag 2 § ‘USBdzy § i €3t
o Mis Odets 9 dzj dzO
fedmbste” Yo BESBOH OBz § I
EHledsa dm&dd3 B
Yy! sets M

Csdif 6450,
' HG d yolsd
' HG dzo yj-Ge@e j ESB, f s5lsT ¥
HEeO2o jte MCOdzj 60. "
HdMY j syd te
mMdMisd &3° AL O] @& & d3im

s dzts fEKpOItY tod L dzO Y j dzO

&0 v &k

H ozw

ctsy J Blklsd L O8 Odzls EXpljHde? tsoB st cftc © di3Af 5B IZ H

lted LONEEEE Bdets f jtoj o' todlilsd, MCanndtadid mls
Geoffs 2.4GHzScanneg . 1 59 ' H Scdpigjndizfiathdec sL dzOy 0O *
OBt dzgj ' HCdz® yddzed?2, OBt dai Oy ‘ .

lted LOWMHEZ HE dz¥ yd dedz’ MGCOdzj 6O HEtS USE
Bsy 20 f sBOYdisd M jSCiste | N ¢ dzQdez sH ' O BCH
BJLYtcsosHtSo dn-H] OF Bls tistdZzrg MFNMCIstc BEHJ
hEd OH' BYOMsslsds’ yYOfflsddd CYWUSB6935.

l jtelsd s O@dz20 (S 9 jdz@ MdedzOdzlz) dzgj o' HE

TOEOCkjte, NS d S

e dzOdk. 2 &)Y Mo ' H B QYiE i

' ¢d " fdzv
fted ks ts ™ of to d {3ty AOH " dedz:Ony i dzdf 2

' HiSBIEOY O

[ d

i S MY stols Bosy 51 €

©' 9] dg

Ok sz s dL Ols 560



142
802.11n), dzOd&zO? Is t€eORpRYgzdEs tc Qe dBss Y@ Myls
L kO 5o OdzgsE s dgg® o' HMlsOdz & 10

3 1514 2.4GHz Band Spectrum Analyser x|
Connected to Geoff's 2.4GHz Scanner
Frequency [GHz]

2.40 24 242 243 244 245 246 247 248
| e N e T e

| | | | | | | | |
1 2 3 4 5 6 7 8 9 10 11 12 13
80211 b4g Channel

Peak Hold Time

4] [ ﬂ Pause | Export |

350 readings

tdm. 3.20. uwfjClstc MdedzOdzk B jL ftctso BH

10 B8dmR.10 3.21B ftwjHMmMlsOoadzj dets tojL Iz
OdzOdz' L Olsstc® M jSCIstelz ) B dzdfyjde j2H Oy® dz'H C
BJ LY tso SH tsBisekipth ¢ @dz@zlz tc d Mi. Wi-FiH2 Ddf OL [s3izlz 2
1 tdmkzdS ' 9 dzje¢ts BOYdilsd, Mt Mkzy' dz@ dzO L
YydteJL Ij, s o dg 2 wC'Mmdg Mj f tctsojdaj ddQizl

‘ -20 - . - ; -20
I -30
I ‘-\
A | AL AL AL | . %
| \ V i A
| J\ ! -60 M
Mo g A " h [ I\ o
YWY VYN v | \M
80 el 2 § i N Mg n w_m
1 2 . il i -90 1 { ‘ =90
‘ ! -100 -100
2400 2410 2420 2430 2480 2400 2410 2420 2430 2440 2450 2460 2470 2480
a B
-20 -20
) -30
o [I\M\-\ [ s
- AR A A A ML e
-60 -60
-70 } -70
80
} } -90 -90
-100 -100
480 2440 480

r

6
tdfm. 3.21. 1twdSdzOHd mMfjSIlstc’ © H
OBl uet oot h HdBI@gEH Dd'tdats 'H;dzwvB Hkz Yy’
o1 Wi-Fi  H dzv d3t$ WizRlz! datsdzv gz y ' dzd dats”
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1 " fpdzwvy L OC " dzgyj dgdzv LB t6C (), Is j Misz o O dadz"
o dCsted MizOdge® d Y dzd2, OC ' bk d&OECmoadn L
fedmses’ o § cTWMUDds &0 twdfh.

"""
o

tdMm. 3.22. 10c¢0d dd2 osdedH b

I [na] dzOo jHjde " de"' ftedSzOH] tj Odz' L

33 smdz' H Y J dzdzVdzElg’ Rlsdisstaidttscded = ¢ OdzOdz' 9 ff | to
BjLftcsotsHtsoadr djtcj X On

1 OH' 2dz" Mis+ MdMmMisj B Bsdz' Issteddzcz o =~ SH
LO sOSdid SCtodlsjte” v dzd:

C'dzr €' Mist Ctodlsduyudedr fsdB3ddzse ' H yom
10 G tsH( dz

C' dz Sz BOdzd s HJddZ2Od3 ydedrm o' HC dz¥ yj dz

C'dz §' fls! dzjoHOd&ZdR HJ O ydedn f° HC &z

10 Mmeat' & mMizlslss mMdmlsd &3z s dz’ Iststed dze
BjLftcco BHSO 5 BB g ' . SNON md mls i ®d dzlif
C'dzr €' Mlst yofmkz, wCO oddz te¥ ' Ist Mw 9o B C
tcsBtslslkz MdMmMisy 3d O foslswetsd Istcdo Odzse s 1

ldasHwyd L kOSCBGEts Bzdzts fted2dzvIsts to' N j
wedo T, WE dao dg@ly  tftftdsedday@iai jdAadddsiz OLO f@skdis doo da
c¢ tjLizd O, oM’ stcd o Jjtelm’ ™ MdMmlsj &i3d
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tcsBtslsd, dzj Bkzdzs oadwedzj des Yy Hdets™ ff sd3d dz
l1joadz MO d BLEdd {RBIOWIXeD dt tsdzd M s digfs y &z
HJwWCd?2 yom fJtedLizfddw dzO twseBBIsk, O ft
fticsHtso Y Zo OdzO. l ftedtf 2h j dzdaw , hts OGS E
LOCtedlsd?2 §tels dBsHbkzdY ' H YO 1liggEise Ot
ydJ $0Isd &ZO fcolststodgi BSHZap@IzdzY OHY §j Y&
odStstedMsis®@BiBL ! @GO® ty' CkoOdedzgw " H YyOMm L G

1 ddi3d Isd MisOBRd 3f 218" O fedjdshy d3d (s .
SOC ) OYH BEOEZO.H Ists

Cepeep KnieHTt
com_server.py "1 -" com_client.py 4—|:: ............ =
i Bebfpayser  fiisssssssas =

KnieHT

oooooooooooo

com_client.py [ |eseesesses u | [o9e

tdm. 3.23. wdWteOfstkzClskttd {jth s’

1 OkLHw WhkdS y' sdzlze y' 2 9o Mdmisy o3 dBsts dz’ e
BBtsH z dzv dz3d , Bzdzs ) G dzOd3j dzlstso Odets ff tetsyJ M
o' HO' HissOdeIH 5/ 9" H MdMIsyg Bd. ¢ tJLEd ISC
Hdzw Yy tsHds™ L Bf jttOyyld. dz Oclsts Ml &L &Bted IS
fjteht’ o jtfm" OHYJ otdzO dzgj dzOH O9 OdzO
ftod’ HdzZOdzdzw dBSHEA 9.

ez O o jtem' W L OLdZOEZO o j dzd S s’ dz3.4p Oy’
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Bysoﬂ Byson
------------ ﬂonaTOK i IITITITTTTTTY i
N | o ] W
W eeinnnne i Pl lesssssessses o :

CepeepHuid NoTiK :
N A R
ol PYPPTPTT : Byzon
: Beb6-Gpaysep Be6-6paysep
i |eee 5 ! [eee

tdB). 24- ddsjimstW j2M §Jjth @isde JStisfig'd dzcfigd f

ltcdBdzdL dets 90% MmftcsB HJdAdOR ydats o HO ' +
fedidd dzC s L fsHOd "t LEzfddS st tesBtslsd o
HdzZv Lottetslsdets’ G jteOy' ', ftodedzdL des o 25
[Hd2O0C GpUBEdOsA@sd Bkdd dj ftedtf zMmisd d3 H dz
I y4 tojfdassipg dzj &3 o dw e ddzOfm:! dgj S stej SIsdzO tsB tot

c¢ * fjtwhO oajtei' W, HtosctcORdzO toj Odz' L C
s MisOBd o' H A dzdzts. 9 d) COtadvfiflats o izt Bldzd MH & §
Coydedds dIsHbEzdzj &5, fsdB3ddzCd, Pt o dedrn o ddz
mMdMmisjddd o yY' desdiz. ¢ tojLkzdz sOls, o ~["tSH'
SO ftod’ HdzOdadza" BsHEzdz' @ dzgj BEdzs o d W o dzj dat

[ SHOISE sBlzo ftetso jHJdd?2 IsjMmls Hdzw sty
(tedBm.25) . v O¢ w Qo HOZO tj Odz' L Oy' v o'
fsyoOlsCse ' 2 ftsMmisOdetsoy’' L OoaHOdzdzw, dzj sB R’
9 Hifsso tsMmils' 2 C s IsO {fdg'ta oo Qalgids JOtcrn' ' sy sk
ol jodedIsd M+ , hts o' HGdz6 yjdgdz" olkzL dzO 9" H
odCdzdC O ffsdddtsS. ¢ tjLkzd IsOls, mdidGf
ZO tj Oclzo Odgdz? Mmisi@ffeso do ftedB dzdL dets 1



146

Byson By=on

BeG-Cpaysep
[ X1

lopaTok

KoHTponep

\—D MeHeawep Mogynie

Byson

MeHegwep Byanie Bef-Gpaysep

: s :
i Byson
NopaTok }4 fNopaTok

tdf). 3.25. wog'dkoe josiB'slsd st ls

10 HBftdRtcess yYdrn IsjMmls' 8 Blzdzs o MisOdztse
dzj oHOdZE Otern " IsjCbkztokz iZzseg' Ck twtBtsilsd,
ftedmists2 dzs gz tc' o dz' . [tcEeO® o jtem' W C0
Hd dzZ0d3" ydese ® s'OH &' HABO dadzO dzdz?  BSH EZ dZ' 9, N
OHBMEBdzOdzj dz'@ . vtejlsw o jtefm"w "L dzOo Odzls Oy
ZzO02CtcOh j . ddMmlsj BO MsOZzZO Oy 9 Olsd Mmlisc
Otern " Isj SIsktc® MdMmisj dizsd Acjj dsE L shotO dAO' H Od Mf k't
o' HBso sfls' 2¢C ' Ml .

l AtH' tBBlkd, MdMmlsj O §tseoddzdzO BEZISd
okLdz 9, I1OS ' dsHEZd o dzO Sty dtsdkz L dzd -~
sO MC dzOH dzsfls® d3d tod Y " !, teBBDIdEO oWt daWe' d dniistis®
mMdmlsji &3d dBsdz' ssteddzeez. wvhkls ctsdzsodzi L OB
dzj ¢t HBYtOYsE a9 O dzgisBr’  Hdzd2 WEkdeS y' Bsd
MdMmlsj d&dd HdzW ' Ldedr kdiise. wdzh dd3 o O @ls d
tcd Mtemd. 10 YOodzt, "' H Yyom wLtetsBCd ¢ 5
Isj mMiskze Odz' , odStstcdmissolzs yd HBMmiskzy dz of
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fjths’ kO Htkes' ojtm'  MmdMmisj dd &sd
B CtosC s dzfadpbePic dls Rilskz o Odzdzv  f totso tsH d RERE)!

a) anzodev-desktop . source :

Host Port Hardware address Operating system Access point Log files

192.168.1.98 36929 70:85:c2:4f:6d:9c Linux 4.15.0-42-generic requests.log, system.log

-58
-66
]
-£8 | ‘
I |V L PN
-108
-118
408 2405 2418 2415 2429 2425 2439 2435 2440 2445 2458 2455 2460 2465 2470 2475 48
Frequency, M

Chart Port Address Accepted Sent Worked Connec ted
.1 ¥ /dev/ttyACMa CA-F3-BC-D8 675 675 6:06 6:06

tdfy. 3-2Akjehjef ojlk! s’ ojth' ' M

[y fjtehs’ ojtef' ’ Bhkds §silsOs dj ds
Cdz' * dzglsfy)! CdR HBHOKS' & O HEs 5 foissiszddg ds
Oten ' IsjChkzte' SO SCOdts fosHEZ®BOd 2 dsc' y
719 "L dedr LOCT dzykzoe Odzd iyt SCtodilsdydets® f ts5dic
LOoHWEd fesfMis' 2 fsmd Hesod 2 Mojd ©EBLE
5 B dzr hj BsHEZd o dzO GHds®BEz Sd' ‘ dals' , h
vlstsmtso dzts dzO9 Odzls O Pyiiadar ©2 d3dxls j 6 Gfg.p K Dsldzs (€
L & Sty tojfidskko sugl sLszOYj dzdz? L tesMls O’ Hs
oS sdmMstokzoOpI f B ddL eesYyF MmN Mo’  tot
B0 odStttdmlssolko Oldm' HEEOIS s @l
HSH OIS dzfj jtojodhize Owj fflsk az®dzdd dz0Od 6 dzls
O ftotsmtglfasas’'5 331 7U. Aj KRBsH Sdizedatcd O gdthig 1
sjndsdse' ‘¢, his &O° BOLSYL d0OEds sedd 2
Md tej Hdz SABEz, Mlso sStcr 9 Oo T6Do @ tzld O fcisdzdrls * o 1
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[oBapucTBa 3  OOMEKEHOIO
‘\\ 110 «KABTOP»

B.B. Tatesnin

AKT

Mpo BNPOBA’KEHHS Pe3y/IbTATIB JHCEPTAUIINHOro A0C/iKeHH
COKOJIOBA Bonoaumupa Opiiiosuua

Pesynbratu maykoBux nocnimkens B.IO. COKOJIOBA, OTpHMaHI HUM y pamKax

AMCepTaiiHoi po6OTH, 30KpeMa Taki HAYKOBi OJIOKEHHS, SK:
a) METO/I IMiIBULLIEHHS (DyHKIIIOHATBHOT Ge3reKu 0e31poBo10BoT iHdpacTpyKTypH;
0) MeTON OLiHKM CTaHy CHCTEM 3axXHCTy 6e3npoBoI0BOi iHppacTpyKTYpH Bix

BIUTMBY TEXHOTEHHMX Ta aHTPOIOTeHHUX 3arpo3, —
BUKOPHCTaHi B poboTi (axiBrisiMu ToBaprcTBa 3 00MEKEHOIO BiTOBIMATbHICTIO «ABTOPY.

3acTocyBaHHsI 3a3HaYEHUX HAYKOBHX TIOJIOXKEHb 33 PaxXyHOK adanmauyii KoHcmpyKyii
NPUCKOPIOIOYOL  NiH3U 00 bazamonpomenesux cucmem ma 3 YpaxyeaHHsm enugy  ix
NONAPUAYIUHUX 61ACMUSOCMEN Ha YinicHicmb ingpopmayii ma ii docmynmicme, a TAKOXK
6PAXYBAHHS 2APAHMO30AMHOCME MA PYHKYIOHAILHOT Be3NeKU KONCHOT 3 Xapakmepucmux
be3nposodosoi ingpacmpyxmypu (ax dynxyiii 6i0 camoi Xapakmepucmuku) ae MOXIIUBICTD
Y3200umu aHTEHHi CUCTEMH Tlepe/iaBaya i npuiiMada 3a TIOJIAPU3ALII€I0 Ta, HA BiZIMiHY Bij
ICHYI04MX, 3a6e3neuumu 3GiTbIIEHHS MOTYXHOCT €JIEKTPOMArHiTHOI XBHJI B TOYL
npuiiomy 1o 7 abMBT, a mpomyckHoi 3maTHOCTI — 10 4%, a Takox zabesnewumu
MiABUIIEHHS JIOCTOBIPHOCT] OLIHKH CTaHy CHCTEM 3aXMCTy OE3MPOBOJOBHX MEpEeX i3
3HAYEHHSM KoedilieHTa KOHKOp/aLii ekcriepTiB He Hik4e 0,67.
Lle, B cBolo uepry, 3aGesnedye BHCOKY rapaHTO3JaTHICTB i (yHkuionansHy 6esneky
Ge3npoBosIoBOi  iHdpacTpyKTYpH, K03BONSE OTpUMaTH e(eKTHBHY 6e3npoBOIOBY
Mepexy Ta 3a0e3levuTH BHUpILICHHS NPOGNEeMU «OCTAHHBOI MUJ» JUIS AGOHEHTIB 3i
CKJIaIHUM PO3TALIyBaHHsIM.

IIposinuuii imxenep TosapucTsa 3 ,
00MeXEHO0 BiAMoBi anbHicTIo «ABTOP —7—=< Kpecros A.B.
T —

«23» _pblmwas 2019 p.
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